Remote work: Where do
we stand one year on?
Get the latest insight into how remote workers
have adapted – and where we go from here
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The future of remote working
If the pandemic has proved one thing, it’s that everyone’s personal
situation is different. However, for office-based employees
fortunate enough to work throughout the last year, one
experience has been universal – remote working.
The benefits of remote work are well-publicized: less time spent
commuting, more money saved, and more time with families. But
nobody’s circumstances are identical. For every employee who’s been
liberated by remote working during the pandemic, our data suggests
there are three who are struggling.
Inadequate workstations, blurred home/work boundaries, and
pandemic-related stress can cause a measurable impact on remote
workers’ mental health. And this can lead to "hidden costs" for
businesses. For example, in the form of data breaches coming from
stressed, tired people making mistakes on personal devices.
So, one year on, how are we all really coping? Have we become
seasoned remote working pros? Or are short-term inconveniences
from March 2020 starting to feel like long-term issues in March 2021?
We’ve taken the key results around remote working from our 2021
Egress Data Loss Prevention Report to bring you the answers. All the
data comes from an independent survey of 500 IT leaders and 3,000
remote workers across a variety of industries in both the UK and USA,
conducted by Arlington Research on behalf of Egress.
Here’s what they had to say about their experience of a year’s remote
working – and where they see it going next.

Tony Pepper
CEO, Egress

For office-based
employees
fortunate
enough to work
throughout the
last year, one
experience has
been universal –
remote working
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73%
of employees told us they felt worse after remote
working during the pandemic

How are we coping?
For some, the office comes with its own anxieties – and
remote work has offered an escape. More introverted
people may have welcomed a break from the hustle and
bustle of office life. Others will have found the experience
lonely and missed the daily chats and catch-ups between
friends and colleagues. Many might simply wish for a mix
of the two.
Out of the remote workers we spoke to, 73% admitted
to feeling worse after a full year of working fully remote
during the pandemic.

When offered multiple choice options, employees told us they felt the
following after remote working during the pandemic

39%

34%

feel more stressed

feel more tired

Generational split of
remote workers who
felt at least one of
the following: more
tired, more stressed,
or under more
pressure
Generation Z
and millennials

21%
feel under more
pressure to be
productive

Generation X and
baby boomers

34%
66%
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The home office (or lack of one!)
A year into the pandemic, some employers might assume
everyone is set up in an ergonomic home office. But the data
shows this is far from the case and many haven’t been able
to recreate their office set ups. Working on the sofa or in
the garden during the warm Spring of 2020 might have been
a nice novelty at first. Without proper WFH tools though…
aches, pains, and strains can start to build up.
Even for those with adequate equipment at home, the office
is still sometimes the only place they can work comfortably
and quietly. Anyone in a shared living space, working at a desk
with a partner, or juggling home-schooling will understand the
pain of everyday distractions and interruptions!

28%

Only
have solo access to a
home office

28
%
42

Remote workers
when asked what
description best fits
where they work

42%

share a workspace
with one other person

%
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Younger remote workers were more likely to
work in a space shared with others…

48%
Millennials and Generation Z
work in a shared space

33%

VS

Baby Boomers and
Generation X

There were also differences between sectors – with legal
Banking
professionals significantly
more likely to be working in a shared
Healthcare
space, with potential implications for client confidentiality.

34%

of healthcare
employees work in a
shared space

34

%

Legal

36%

of financial services
employees work in a
shared space

36

%

58%

of legal employees
work in a shared space

58%
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Changing
communication habits
“Can you see my screen?” “I think you’re
on mute!” Some digital channels may
have taken a little getting used to during
the first few months of the pandemic.
But they’ve kept business rolling – by
keeping us all connected. So how have
remote worker’s communication habits
changed over the past 12 months?

All digital channels are being used
more by remote workers. However the
(relative) newcomers, videoconferencing
and chat apps, haven’t seen the biggest
rise. When remote workers want to get
things done, they turn to a channel that’s
fast, familiar, and easy to use – email.

When remote workers
want to get things done,
they turn to a channel
that’s fast, familiar, and
easy to use – email

What channels have remote workers been
using more than before the pandemic?

Email

+85%

Videoconferencing

+77%

Chat apps (e.g. Teams)

+77%
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55%

Email
What channel do
remote workers
use the most?

27%

Chat apps (e.g. Teams)

20%

WhatsApp/SMS

46%

Email
What do they feel
most productive
using?

28%

Chat apps (e.g. Teams)
WhatsApp/
SMS

19%

What do they use
but dislike?

Chat apps
(e.g. Teams)
Email

22%
19%

39%

WhatsApp/SMS
Which do they
avoid altogether?

Video conferencing
Chat apps
(e.g. Teams)

Video conferencing may have been
the "breakout" channel during the
pandemic, but our findings show
that almost one-third of people
actively dislike using it. They also
show that plenty of people are
reluctant to use WhatsApp and
other SMS-style channels in a work
setting.

29%

Video conferencing

24%
21%

Our results show that remote
workers have been using email far
more than other digital channels
over the past year. Interestingly,
it’s also the channel that they feel
most productive while using.
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Blurred boundaries
Technology has kept us connected throughout the
pandemic in ways that would have been impossible
10 years ago. Even five years ago, organizations
would have had a greater struggle to scale
systems to be fully operational to support remote
employees.

Do remote workers feel
under pressure to use
email out of hours?

No

Yes

13%

However, over the last 12 months when both work
and home lives have had to play out on the same
small stage, the lines can become blurred. The
data shows that some people miss the physical
boundary of the office – and the "always-on"
culture of living and working in the same location is
taking a toll. It also showed that the most "alwayson channel" was a familiar one: email.
Email doesn’t require both parties to be online at
the same time such as apps like Zoom or Teams,
so tends to be the go-to channel for out-of-hours
communication. But remote workers are still
feeling the pressure to be available.

41%

46%

Don’t have
access

Baby
Boomers
When we break this
down by age groups,
Millennials feel under
the most pressure to
be "always-on"…

18%
36%

Generation X

58%

Millennials

24%

Generation Z

And when we account for sector
differences, it’s unsurprising to see
legal top the list. The industry is wellknown for a "client is king" mentality
that leads to always-on behavior.

69%

Legal

41%

Financial services
Healthcare

28%
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We asked remote workers what best described their
situation when using email out of hours…

39%

try to respond as fast
as possible

24%

are usually doing something
else at the same time

Only

actively avoid sending emails
outside of work

23%

We asked remote workers whether they used any of the following to access emails outside of their
contracted hours: personal phone, personal tablet, work-issued phone, work-issued tablet
Younger workers were more
likely to use a tablet or mobile
than older generations…

And legal workers were far more likely to access
work emails through a mobile or tablet than remote
workers in other sectors…

82%

59%

93%

68%

58%

Millennials and
Generation Z

Baby Boomers and
Generation X

Legal

Financial services

Healthcare
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Data loss and remote working
Many employers have embraced remote working,
but others have reservations – especially around
the issue of data loss. In fact, we found that 68%
of IT leaders think remote working will make it
more difficult to prevent data leaks via email in the
future.
As we’ve seen, email is still employees’ favorite
communication channel – with 80% telling us they
also share sensitive data via email.
Our findings suggest that IT leaders are more than
right to be worried, and remote workers have had
a tangible impact on data loss over the last 12
months. Everyone makes mistakes. But distracted,
stressed-out people working on personal devices
make far more.

We asked 500 IT leaders in
the UK and USA whether
they had seen an increase
in data leakage via email
use since March 2020

59%

SAID

YES
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email

We asked IT leaders what the most common
contributing factors to email data loss were

28%
Working on different devices
We asked IT leaders what impacts their
businesses had felt due to email data loss

24%

40%

Being more stressed or tired

38%
37%

19%
Being distracted

29%

Internal remediation
and investigation
Client churn
Damaged reputation

Litigation by data subjects
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A return to the office?
Our findings show that mental
health strains are common in the
remote workforce. We’ve also
seen that many are still struggling
on with the same inadequate work
environments that they had in
March 2020. Digital channels while
widely used, are not universally
enjoyed. We’ve also explored the

risks remote workers pose to their
organizations in terms of data
loss.
All of this begs the question –
when the office re-opens, how
many people are planning to
return?

Many are still struggling on
with the same inadequate
work environments that
they had in March 2020

We asked remote workers whether they were
fully office based pre-pandemic, and whether
they plan to be post-pandemic

43

were fully office-based
pre-pandemic

28%

plan to be fully officebased post-pandemic

%
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Remote workers when asked how much time they plan to
spend in the office once it re-opens
When we asked remote workers how much
time they planned to spend in the office once it
reopened, we found that the majority of people
plan to return in at least some capacity.
Only a small amount of the remote workers we
surveyed plan to stay fully remote. For most, it
appears flexibility is the ideal scenario.

68%

28%

5%
Permanently
remote

Hybrid

Fully
office-based
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And there are
also more older
workers at the other
extreme, planning to
stay fully remote…

More older workers
are planning a fulltime return to the
office…

35%

7%

Baby Boomers and
Generation X

3%

Baby Boomers and
Generation X

22%
Millennials and
Generation Z

Millennials and
Generation Z
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What's next for organizations?
Our findings show there is still plenty
to do in terms of keeping remote
workforces healthy, happy and secure
in the long term. While the mental
strain of remote working may be fixed
by a return to the office in some form,
the results around data loss will be
concerning to employers now and in
the future. Our findings suggest that
a more flexible and remote workforce
will need to be adequately protected –
particularly when it comes to email.
Digital communication channels have
kept the wheels turning since March
2020. However, there’s no longevity
in communicating digitally if you can’t
protect data and have to face the
consequences. A "band aid" won’t do
– we need intelligent solutions that
allow digital communication to remain a
fundamental part of a flexible future.

We also need to acknowledge that
there will be no one-size-fits-all answer
to the wider questions around remote
working. One person’s dream setup
could be miserable for somebody
else. Perhaps the easing of lockdown
restrictions will make people feel less
"trapped" within the blurred boundaries
of home working? Or could a hybrid set
up give people the best of both worlds
post-pandemic?
Whether it’s full-time or hybrid, remote
working is here to stay. It’s now down
to organizations to ensure their remote
workers are supported, so they can
work productively and securely.

A "band aid" won’t do –
we need intelligent
solutions that allow digital
communication to remain
a fundamental part of a
flexible future
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About Egress
Our mission is to eliminate the greatest risk to every business – the insider threat.
To achieve this Egress has built the world’s only Human Layer Security platform that
empowers your people to remain secure while being highly productive.
Using patented contextual machine learning, Egress is trusted by the world’s biggest
brands to prevent human error and protect against malicious or reckless behaviour
on email without any administrative overhead. Funded by FTV Capital and Albion VC,
Egress is headquartered in London with offices in Toronto and Boston.
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