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Introduction

An organization’s human layer is its people. However, 
peopleareunpredictableandoftencausedatabreaches —
eitheraccidentallyormaliciously —astheycreate,store,

and share increasing volumes of unstructured data. And this risk 
that people pose to sensitive information is only growing. The 
traditional security perimeter has disappeared with the adoption 
ofcloudtechnologyandflexibleworkingpracticesthatseestaff,
partners, and clients accessing data and applications via a range 
of devices and from multiple locations (potentially even from 
across the globe).

This has led to an increased need for human layer security —
technology such as contextual machine learning and artificial
intelligence (AI), which can detect abnormal behavior to prevent 
breaches before they happen.

About This Book
Human Layer Security For Dummies consists of five chapters that
explore:

 » The human risk including insider threats and email security 
and compliance issues (Chapter 1)

 » The different humans in the human layer: accidental, 
reckless, and malicious (Chapter 2)

 » How to get started with human layer security (Chapter 3)

 » Looking at what’s next for human layer security (Chapter 4)

 » Ten keys to human layer security (Chapter 5)

Each chapter is written to stand on its own, so if you see a topic 
that piques your interest feel free to jump ahead to that chapter. 
You can read this book in any order that suits you (though we 
don’t recommend upside down or backwards).
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Icons Used in This Book
Throughout this book, we occasionally use special icons to call 
attentiontoimportantinformation.Here’swhattoexpect:

This icon points out important information you should commit 
toyournonvolatilememory,yourgraymatter,oryournoggin —
along with anniversaries and birthdays!

Tips are appreciated, but never expected — andwe sure hope
you’ll appreciate these useful nuggets of information.

Thesealertspointout the stuffyourmotherwarnedyouabout
(well,probablynot),buttheydoofferpracticaladvicetohelpyou
avoid potentially costly or frustrating mistakes.

Beyond the Book
There’s only so much we can cover in this short book, so if you 
want to learn more check out www.egress.com.

http://www.egress.com
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Chapter 1

IN THIS CHAPTER

 » Looking at different types of human risk

 » Understanding malicious and reckless 
insider threats

 » Addressing email security and regulatory 
compliance

What Is Human Layer 
Security?

Data breaches come in many forms, but almost inevitably 
involve a human element. Thus, the best way to strengthen 
your organization’s security posture is to bolster the com-

mon cause — the human.

In this chapter, you’ll learn why you need to take a proactive, 
human layer approach to security to address human-activated 
risk, insider threats, and email security and compliance issues in 
your organization.

Understanding the Human Risk
The way we work has fundamentally changed.

You only have to look around the train on your commute or the 
next time you’re in a coffee shop to see people accessing email 
and sharing documents on their laptops and mobile devices. 
 Individual productivity is at its highest level ever — but the risk 
to data has also never been greater.
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The “always on” employee that is now more willing and able (and 
many even prefer) to work from anywhere, at any time, and on 
any device, has one fatal flaw: We’re all human and are therefore 
susceptible to accidents, mistakes, and even occasionally less than 
stellar behavior. Modern corporate culture rightfully encourages 
agility, multitasking, and collaboration, but also feeds the security 
monster that preys on the human element. This human element 
puts organizations at greater risk, even as it drives  business 
 productivity and innovation.

As employee mobility has become more ubiquitous and traditional 
workplace boundaries have become less defined, the challenge of 
safeguarding sensitive data — including customer and employee 
information, intellectual property, and financial data  — has 
become more complex. The shift to flexible working arrangements 
in many organizations — a trend which is likely to grow in the wake 
of the COVID-19 pandemic — may have a psychological impact as 
well. As employees increasingly work outside the physical walls of 
the company — especially in their home environments — there’s 
a risk that they develop a more casual and proprietary attitude to 
the data they work on.

According to research commissioned by Egress and independently 
conducted by Opinion Matters and reported in the 2020 Insider 
Data Breach Survey, 29 percent of employees say they or a colleague 
have accidentally shared company information externally. Unfor-
tunately, the actual number of breaches caused by accidental data 
sharing is likely much higher — 59 percent of organizations rely 
on employee reporting rather than technological means to alert 
them to an accidental breach. Not that employees are inherently 
dishonest — we’re just human. Although two-thirds (66 percent) 
of employees say they would own up to a mistake and report it, 
the reality is that it can be difficult to tell on yourself or a peer, 
especially if you don’t fully recognize the gravity of the error.

The 2019 Insider Threat Report by Red Goat Cyber Security LLP 
 highlighted chronic under-reporting of risky behavior by 
 colleagues, senior staff members, and friends. In fact, the only 
cohorts that are reported with any confidence or regularity are 
new colleagues and contractors. Thus, not only does someone 
have to know about a breach and consider it wrong, but they also 
have to have the right type of relationship (or, in a small group 
of people, moral code) to report it. Other indicators in the Insider 
Data Breach Survey point to a higher number as well. For example, 
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45 percent of employees said they had received an Outlook recall 
message  asking them to disregard an email sent in error — so 
clearly someone is sending emails in error, it just “wasn’t me!”

IT leaders have a relatively even split of opinions on the likely 
causes of accidental data breaches (see Figure 1-1), which reflects 
the complexity of this problem. Often, it’s a moving target 
with causes such as employees rushing and the effectiveness of 
employee awareness and training influenced by a variety of exter-
nal and psychological factors that can change not just day-to- 
day, but hour-by-hour. Additionally, one-quarter of IT leaders 
(24 percent) aren’t confident that their technology solutions are 
providing an adequate safety net to catch employees’ mistakes.

While sending an email or sharing a file with the wrong person is 
a primary type of accidental risk, inbound threats are also a major 
concern. As shown in Figure  1-2, more than half of  accidental 
insider breaches are caused by an employee clicking on a mali-
cious link in a phishing email (41 percent) or responding to a 
spear phishing email (14 percent).

FIGURE 1-1: The most likely cause of accidental insider breaches according to 
IT leaders.

Source: Egress
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Recognizing the Insider Threat
Unfortunately, not all insider breaches are caused by honest mis-
takes. Many insider breaches are caused by reckless or malicious 
employees.

According to the 2020 Insider Data Breach Survey, IT leaders 
believe the majority of intentional data breaches are malicious 
(61  percent), while 32 percent are due to reckless employee 
behavior (see Figure 1-3).

Only 18 percent of IT leaders think that the most likely cause of 
an intentional data breach is employees taking data to a new job, 
whereas employees say it’s the cause of 46 percent of incidents.

FIGURE 1-2: How data breaches happen, according to employees.
Source: Egress
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Exploring Email Security and  
Compliance Issues

More than 124 billion business emails are sent and received 
worldwide every day — that’s roughly 16 emails daily for every 
human on the planet! The reality, though, is that not everyone has 
a business email address, so those that do are receiving a much 
greater number of emails. Reliance on email communications has 
reached an all-time high and email remains the primary means 
of business communication today. Unstructured data overall  — 
which includes emails and documents stored in file shares, for 
example — is forecasted to account for 80 percent of all enterprise 
data by 2025.

However, as the use of email rises, so too does the threat of a data 
breach. In an age where digital connectivity transcends physical 
boundaries, workforce proximity becomes increasingly scattered, 
and employees face ever-intensifying time pressures, the risk of 
mistakenly sharing sensitive information with the wrong email 
recipients is rapidly escalating.

FIGURE 1-3: The most likely causes of intentional insider breaches according 
to IT leaders.

Source: Egress
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At the same time, a new wave of data privacy laws is sweeping the 
globe with the goal of protecting and enhancing the data privacy 
rights of citizens, including:

 » Brazilian General Data Protection Law (LGPD)

 » California Consumer Privacy Act (CCPA)

 » EU General Data Protection Regulation (GDPR)

 » India Personal Data Protection Bill 2019 (PDP Bill 2019)

 » New Zealand Privacy Bill

Under these various regulations, a violation of a citizen or con-
sumer’s rights can result in potentially crippling financial penal-
ties. For example, GDPR includes penalties for violations of up 
to the higher of either €20 million ($22.3 million) or 4 percent 
of annual turnover (that is, total sales), while the CCPA imposes 
fines of $2,500 or $7,500 for each individual violation, depending 
on intent.

Under CCPA each data record breached is considered a violation — 
so the greater the number of data subjects involved, the larger 
the fine, which means the penalties imposed under CCPA could 
eclipse the penalties imposed under the GDPR.

Recent high-profile cases of organizations running afoul of 
increasingly stringent privacy laws worldwide include Interna-
tional Airlines Group (IAG) and Marriott International.

In July 2019, the ICO issued an intention to fine IAG £183  million 
($230 million) under the GDPR for British Airways’ exposure 
of personal data for approximately 500,000 customers, and 
Marriott International was issued with one for £100 million 
($124.6  million) for a data violation involving 339 million guests.

The financial impact of a breach resulting in a compliance viola-
tion doesn’t end with fines and penalties. While financial impact, 
including punitive fines and potential litigation, is the area of 
greatest concern for IT leadership (41 percent), other significant 
negative consequences include reputational damage (31 percent), 
customer churn (15 percent), and leaked intellectual property 
(12 percent), as shown in Figure 1-4.
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After Marriott International’s high-profile case, the hotel group’s 
share price nose-dived 16 percent over the next three months, 
wiping $7.6 billion off the company’s market capitalization and 
causing colossal damage to its brand equity in the eyes of hotel 
guests worldwide.

Brand reputation is a crucial differentiator in today’s hyper-
competitive market and a single data breach can tarnish even the 
strongest brand. Recent data from PricewaterhouseCoopers (PwC) 
reveals that 85 percent of consumers would not consider doing 
business with a company if they had concerns over its security 
practices.

FIGURE 1-4: IT leaders share the greatest impact of an insider data breach at 
their organizations.

Source: Egress

CUSTOMER USE CASE: 
MISDIRECTED EMAILS
The Organization

• Global healthcare provider

• 50,000 employees

• Headquartered in USA, with global regional offices

The Challenge

As a multinational healthcare provider, the organization relies on 
email as a primary business communication tool for both internal and 
external recipients. The information being shared in email message 
bodies and attachments includes privileged patient healthcare data, 
patient financial information, employee data, and private corporate 

(continued)
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data. These emails are composed and sent by employees using both 
desktop email clients and mobile devices.

Accidentally adding the wrong recipients to any emails containing this 
data was a growing problem for the organization. Not only did they 
have an obligation to keep this data safe, but the short- and long-term 
financial costs of these incidents were starting to mount up, including:

• Cost to protect data subjects from implications such as identity 
theft and financial fraud

• Long-term customer churn

• Litigation by data subjects

• Forensic investigation costs

• Penalties for non-compliance with global privacy regulations

The Solution

The organization’s Chief Privacy Officer (CPO) wanted to solve this 
problem but lacked the ability to proactively detect and prevent 
incidents.

By engaging with Egress, the CPO was able to:

• Scan the corporate email system to understand the full scale of 
the problem

• Map areas of risk, including departments and individuals most 
likely to send emails to the wrong recipients

• Implement contextual machine learning technology to help ensure 
the correct recipients are added to every email, in real time and on 
mobile devices

• Automate email encryption for sensitive data

Business benefits

• Better holistic patient care through data privacy

• Significant cost savings against potential data breaches

• Meet compliance requirements by securing data, including on 
mobile devices

(continued)
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Chapter 2

IN THIS CHAPTER

 » Making mistakes that lead to costly 
breaches

 » Being reckless with sensitive information

 » Grinding an axe with proprietary and 
sensitive data

Meeting the Humans 
in the Human Layer

In this chapter, you’ll meet the humans in the human layer 
to  understand what makes them tick and how you can help 
them become corporate cybersecurity citizens. Of course, you 

 probably know similar folks in your own organization — though 
the names here have been changed to protect the innocent, as well 
as the not so innocent!

Accidental
The accidental human isn’t necessarily that person who was 
born with two left feet, constantly spilling coffee on their key-
board and walking around with toilet paper stuck to the bottom 
of their shoe. Instead, the accidental human genuinely wants to 
do the right thing but may be too busy, over-committed, tired, 
overworked, or otherwise distracted. Also, they may not fully 
understand how to use the technology tools at their disposal or 
that their  behavior exposes the company to serious security risks. 
Their whole world is a flurry of activity, so it’s all too easy to make 
a costly mistake — like sending a confidential email to the wrong 
person, clicking on a malicious phishing email link, or sharing an 
unencrypted file with a group of people instead of the typing the 
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individual names of the seven or eight people in the group that 
actually need the information.

So, let’s spend a day in the life of Keen Katherine and Tired Tim 
and see how we can help them out.

Keen Katherine
Katherine is an accountant at a medium-sized law firm. Even 
though she’s only been working at the firm for about three 
months, Katherine’s inbox is a busy place, with colleagues and 
contractors constantly sending invoices to pay.

Katherine knows that efficiently handling this workload is her 
chance to impress her bosses, and she’s keen to show the senior 
management at her firm the difference she can make! There’s a 
real opportunity for Katherine to move her career forward at this 
firm over the next couple of years — which is why she jumps at 
every opportunity that comes her way.

Katherine also likes to think she’s the personification of “work 
hard, play hard,” so she still likes to go out after work for drinks 
and meet her friends for an occasional night out.

Katherine’s key characteristics include (see Figure 2-1):

 » She’s always busy and always in a hurry, so she doesn’t 
always have the time to take a closer look at a potentially 
malicious email in her inbox.

 » She’s always keen to say “yes” and take advantage of opportu-
nities at work — her optimism and eagerness are great assets 
for a rising young professional, but they can also make her 
susceptible to being taken advantage of by bad actors.

 » She wants to impress senior management so she’s always 
looking for ways to do more to help the firm succeed. This 
might include working longer hours and even occasionally 
taking some of her work home.

 » She’s relatively new to the job and being a younger millen-
nial, she considers herself a “digital native” — born with a 
smartphone in her hand — so she thinks she’s pretty tech 
savvy and can figure things out for herself. She also doesn’t 
really know who to reach out to at the firm if she has a 
question, because she’s still learning who’s who in the zoo 
and building relationships with her peers.
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 » She may be tech savvy, but she’s not necessarily security 
aware. She’s had less training and has less work experience 
than most of her peers.

 » She also wants to make sure she still has a great social life so 
she’s often making plans with friends on social media or via 
text messages on her smartphone.

Unfortunately, Katherine’s busy lifestyle and eagerness to impress 
her bosses and coworkers also makes her susceptible to different 
attacks, including:

 » Adding extra, unauthorized recipients into emails to show off 
her hard work

 » Phishing and spear phishing, particularly invoice fraud

 » Business email compromise (BEC) attacks

Tired Tim
Tim is an account executive at a multinational bank  — and 
he’s pretty much exhausted! He has work and home commit-
ments that he needs to fulfill, and he has to have the flexibility 
to  balance both.

Tim needs to constantly stay on top of different requests and 
tasks at work and doesn’t have time to waste. He needs to get his 

FIGURE 2-1: Keen Katherine.
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work done as quickly as possible and move onto the next thing. To 
balance his work and home commitments, Tim frequently works 
from different locations and from different devices, including 
working from home and in coffee shops using his laptop, or while 
commuting on the train using his smartphone to read and reply 
to emails.

Holiday seasons and annual leave rolling around present partic-
ularly busy times for Tim and he often finds himself working late 
at home to ensure he gets everything done. After all, he doesn’t 
want to let his teammates down or come back to an unmanage-
able to-do list after the holidays!

Tim’s key characteristics include (see Figure 2-2):

 » He’s always tired and a bit beaten-down, so he’s prone to 
making mistakes more often than he realizes.

 » He rushes to get the job done and is constantly moving from 
one task to another. There’s never enough time to stop and 
smell the roses — or a phishy email.

 » He needs the flexibility to manage his work and home life 
balance, which means he needs to be able to work from 
different locations and on different devices.

FIGURE 2-2: Tired Tim.
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 » He has ongoing commitments beyond work — like a spouse 
or partner, an aging parent, a young toddler, and a very 
needy goldfish.

 » He’s not necessarily the most tech-savvy person. He doesn’t 
have time to learn how something works — he just needs for 
it to work.

 » He doesn’t want to let his team members down, so he works 
hard to meet deadlines and often works from home at night 
and on weekends.

Tim’s batteries are always running low, which makes him partic-
ularly susceptible to:

 » Accidentally emailing the wrong person

 » Accidentally attaching the wrong document to an email

 » Sharing data or documents with a personal OneDrive or 
Google Drive account to work on them from home

 » Accidentally using “To” or “Cc” instead of “Bcc” when emailing 
multiple recipients

Why do humans err?
“To err is human” or to put it another way, “Everyone makes 
mistakes.” It’s fundamentally accepted that to be human means 
you will occasionally slip up. In fact, many book authors and 
movie directors will have their heroes fail, often multiple times, 
to unify their audiences through a common experience. Human 
error is hardwired into our existence and it is therefore a univer-
sal leveler.

This ultimately means bad news for data security. Given that every 
employee in your organization is fundamentally prone to error, 
when they handle, process, and share sensitive and privileged 
information, they’re therefore fundamentally prone to putting 
this data at risk. It’s consequently no surprise that a large pro-
portion of data breaches are caused accidentally. The 2020 Insider 
Data Breach Survey found that over three-quarters (78 percent) of 
IT leaders acknowledged their organization had experienced an 
accidental breach within the last 12 months.
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Human error is widely defined as an unintentional action that 
causes unintended consequences. When looked at it in the con-
text of data breaches, an error can happen because the per-
son genuinely doesn’t know any better, as in the case of Keen  
Katherine. For example, there may be a legitimate reason why 
Person X shouldn’t be sent certain files or added to an email chain. 
But unless Keen Katherine is aware, she won’t know there’s a 
problem until it’s too late — when she’s carried out the action 
and it’s been retroactively pointed out to her as an error.

This type of decision-making error comes from a lack of available 
knowledge; Keen Katherine is able to select an option available 
to her but does so using incomplete information and therefore 
causes a breach. As in the profile of Keen Katherine, behavioral 
attributes like the need to impress senior personnel can com-
pound these errors and make them more likely to occur.

Decision-making errors can also happen as a result of the envi-
ronment a person is in. Tired Tim, for example, is a stressed indi-
vidual that is under pressure. Tim “may know better” when he’s 
able to think logically or rationally about a situation, but in the 
moment, stress or fatigue can cause Tim to make an error. This is 
known as a skills-based error or a “slip up.” These types of errors 
typically happen when performing routine tasks — like sending 
emails — when attention is diverted elsewhere, for example, by 
other patrons in a busy coffee shop or while rushing to catch a 
train. In the moment, Tim doesn’t notice that autocomplete in 
his email client has added the wrong recipient to his email and he 
sends it anyway. As with Keen Katherine, Tim most likely won’t 
know he’s caused this error until it’s brought to his attention — 
for example, by the recipient replying or by Tim looking at his Sent 
Items folder because he hasn’t received an expected response. 
Skills-based errors can also creep into the “finer details” of an 
activity. Again, email provides a good example of this. Tired Tim 
may dedicate time to crafting the email message, getting the 
right tone of voice, and checking his grammar, and then when the 
“easy task” of adding recipients or attaching documents comes, 
he starts to relax about the task as “the end is in sight,” and acci-
dentally adds the wrong person or file (or both!).

Ultimately, human error requires opportunity. People will con-
tinue to err because they will continue to do “unintentional 
actions.” Reducing the risk to sensitive and privileged data means 
preventing the “unintentional consequences.”
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Intentional Reckless
The intentional reckless human doesn’t just walk in through the 
out door to flout the rules. Like the accidental human, their hearts 
are in the right place but they’re just too busy to mess with silly 
rules and policies. They may have a certain air of self-importance 
that they feel excuses their behavior — rules are for the rest of 
the minions and don’t apply to them. Perhaps surprisingly, the 
intentional reckless human might even be a director or executive 
who doesn’t lead by example, but instead expects others to “do as 
I say, not as I do.”

So, let’s walk a mile (or at least a few steps) in the shoes of 
 Confident Chloe and Risky Raj.

Confident Chloe
Chloe is a human resources manager for an accounting firm. Her 
day-to-day work varies considerably — from triaging employ-
ees’ requests and issues, to managing client service requests and 
employee perks, and supporting recruitment efforts.

Chloe has some cybersecurity awareness as it’s company policy 
for all staff to take annual training. Chloe is confident she can 
spot the common security pitfalls that people in her job often fall 
afoul of, and she’s sure she won’t be the one to make a mistake.

However, Chloe routinely shares sensitive data such as resumes, 
corporate policies, compensation information, performance 
reviews, and employees’ personal details. What’s more, her 
 position in the company makes her someone that is likely to 
be  targeted by cybercriminals looking to obtain access to her 
firm’s data.

Chloe’s key characteristics include (Figure 2-3):

 » She’s confident she can do her job competently and protect 
sensitive data at the same time.

 » She has some security awareness and has received some 
training, but thinks she knows more about security than she 
actually does.
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Chloe’s overconfidence in her security knowledge and her posi-
tion within the company are a dangerous combination that makes 
her susceptible to:

 » Impersonation attempts

 » Spear phishing and conversation hijacking

 » Accidentally emailing the wrong person

 » Accidentally attaching the wrong document to an email

 » Sending information unencrypted and losing tracking/
auditing data on the information

Risky Raj
Raj is a social worker for a government agency. He is regularly 
on the move visiting service customers, so he routinely accesses 
systems and shares data remotely on his mobile devices.

The agency has provided Raj with an email encryption solution to 
protect confidential information, but it’s time-consuming to log 
into and his customers don’t know how to work with the software, 
so they often ask him to send information in a non-encrypted for-
mat instead. Raj doesn’t have time for tools that make his life more 
difficult and will avoid using the encryption solution  whenever 
he can. He sometimes even uses an insecure file transfer site for 

FIGURE 2-3: Confident Chloe.
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large files. Raj knows this is a violation of the agency’s policy — 
but he feels his actions are justified because he’s only doing it to 
get his job done and serve the agency’s customers.

Raj’s key characteristics include (Figure 2-4):

 » He’s busy, busy, busy.

 » He works remotely and is always on the move.

 » He doesn’t have time for complex technology solutions and 
doesn’t want to waste precious time explaining how to use 
them to his customers.

 » He just wants to get his job done and take care of his customers!

Although he means well, Raj’s recklessness makes him suscepti-
ble to making potentially costly mistakes, including:

 » Accidentally sending an email to the wrong person

 » Accidentally attaching the wrong document to an email

 » Sending data in an unencrypted format and losing the ability 
to control, track, and audit the data to meet security, privacy, 
and regulatory compliance requirements

FIGURE 2-4: Risky Raj.
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Data breaches caused by mistakes
“I honestly didn’t mean for this to happen.” If we could sum 
up intentional reckless insiders in one phrase, this would be it. 
This group of people is in the middle ground between truly acci-
dental and malicious breaches. That’s because while they had an 
awareness of their actions (so it wasn’t human error), they’re not 
seeking to harm the organization or any data subjects or receive 
significant personal gain. They simply believe their actions have 
less severe consequences than they actually do.

“Decision latitude” is the level of freedom organizations give 
employees to make decisions and act independently — and it can 
have serious consequences for data security. The more freedom 
employees are given, the less control the organization has, mak-
ing it easier for the employees to make mistakes and contravene 
security policy. The less freedom employees feel they have, the 
more likely they are to try to find workarounds to security policies 
that make their lives difficult.

Confident Chloe is an employee with a great amount of  freedom 
to choose how she interacts with security policy. As a result, 
there’s greater freedom for other psychological factors to come 
into play. In Chloe’s case, the main one exhibited here is the 
 Dunning-Kruger effect In short, this theory explains that  someone 
with a little bit of training or a small amount of knowledge about 
a subject has a heightened level of confidence about their actual 
abilities. For example, when considering running a full marathon, 
someone who has run a half marathon or slightly more will be 
more likely to prepare for and know more fully the impacts of 
running a full marathon than an individual who has only run a 
shorter distance. The former person will likely do more training 
and pace  themselves better on race day than the latter, who will 
be  overconfident about what they can achieve, using their shorter 
distance run as a reference point. The same is true of security 
knowledge. Someone who has received a little bit of training is 
more likely to take risks with data, feeling confident they would 
know whether “something wasn’t okay,” than someone with a 
greater awareness or a lot more training.

Risky Raj, meanwhile, has less decision latitude and therefore 
less freedom. It’s company policy that he has to use an email 
encryption solution to protect data, but it makes his life difficult. 
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As a result, Raj will perform his own “cost-benefit analysis.” 
He will weigh the time taken to use the email encryption solu-
tion against the speed of sending information in plain text or via 
a different mechanism. He’ll also consider the additional time 
taken to remediate recipients’ concerns about using the software, 
and to address any problems that a technically less-savvy recipi-
ent might have. Raj then comes to the (incorrect) conclusion that 
the cost of using the email encryption solution outweighs the 
benefit: getting his job done. But this decision means the orga-
nization loses control over shared sensitive data and ultimately 
puts it at risk.

If this risky behavior by those “who should know better” is broadly 
carried out by employees on the whole, then the psychology 
 concept of social proof will further compound the  problem. Social 
proof is one of the six principles of persuasion and  generally taps 
into the human race’s herd mentality. If like Raj, his  colleagues 
generally send data unencrypted, he will be reassured by their 
actions that his own are acceptable, and therefore will continue 
in his behavior (at the same time, also giving reassurance to his 
colleagues). In a herd (or a group of colleagues), each  individual 
is likely to feel less responsible for the collective actions of the 
whole — or to put it another way: “They were doing it too, so 
I thought it was fine for me to do!”

COST-BENEFIT ANALYSIS. . .
We are all almost constantly carrying out cost-benefit analysis. You 
may be tired, and cooking your evening meal will use up more energy 
(cost) but once you’ve eaten, you will no longer be hungry (benefit). 
Going to work may be stressful and time-consuming (cost) but you 
will get paid (benefit).

For many people in many situations, the benefit to them must out-
weigh the cost for an action to be undertaken. The problem in data 
security is that the benefit — that sensitive data is protected — 
belongs to the organization, but the cost (the time and effort spent 
protecting data) is borne by the individual employees. This is a  difficult 
situation to resolve because without technology to help, the organiza-
tion must constantly motivate employees to sacrifice their individual 
costs for the greater good of the company as a whole.
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That’s not to say that people often don’t feel uncomfortable 
about their actions if they know they are wrong. But over time, 
this discomfort is likely to be reduced by cognitive dissonance — 
essentially, the theory that when beliefs, ideas, or values are in 
conflict with an action, the individual will find a way to men-
tally reconcile these two things. In Raj’s case, he might choose to 
believe that getting his job done quickly is more beneficial to his 
customers and therefore the organization than using the email 
encryption tool that slows him down or is difficult for his cus-
tomers to use. Or, again, he might take comfort in the widespread 
avoidance of the tool by his colleagues.

Intentional Malicious
Unlike our accidental (Keen Katherine and Tired Tim) and reckless 
(Confident Chloe and Risky Raj) humans, intentionally malicious 
humans don’t have the best of intentions or a genuine desire to help 
the organization and its customers. They’re in it for themselves. 
These individuals represent a very serious threat to the organization.

Let’s identify a couple of malicious humans in our lineup: Sneaky 
Sara and Agitated Alan.

Sneaky Sara
During her long career in sales, Sara has worked for a number 
of different companies and is now employed by an international 
insurance provider. Sara typically stays with a company for three 
to four years and, during that time, she works closely with a 
number of the firm’s customers. Over time, her access to cus-
tomer account information inevitably increases and, whenever 
she moves to a new job, she emails a list of customers and contact 
details to her personal email account, as well as taking any project 
information she thinks will be useful in future. She knows this 
isn’t really okay, but she’s worked hard to build relationships, so 
she feels justified in taking the data with her and no one’s ever 
tried to enforce a non-compete agreement against her anyway.

Sara’s key characteristics include (see Figure 2-5):

 » She’s always looking out for number one (herself).

 » She’s worked hard to get where she is today, and she doesn’t 
think twice about how she’s gotten here.
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 » She’s a rebel with a cause (her own) so she’ll bend or break 
the rules as she sees fit.

 » She’s a bit older than many of her co-workers — but don’t 
you dare ask her how old!

 » She knows how to network with people and work a connection.

 » She believes the relationships she’s built with customers are 
hers, not the company’s, so they go where she goes.

Sara’s unsavory traits make her susceptible to some unsavory 
activity, including:

 » Routinely exfiltrating company data using email and file 
transfer so that she’s ready at a moment’s notice to jump at 
the next big opportunity in her career

 » Accruing and misusing access permissions to obtain data — 
whether she actually needs it to do her current job or 
not — for personal gain

 » Taking confidential or proprietary company information, 
including customer data, to her next employer — potentially 
a competitor

FIGURE 2-5: Sneaky Sara.
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Agitated Alan
Alan is a customer service administrator at a healthcare organi-
zation. Alan usually works more hours than he’s contracted for, 
but he’s keen to progress in his career. As a result, Alan is highly 
invested in his job and recently applied for a promotion. Unfortu-
nately, Alan was passed over for this opportunity, which has led 
to a feeling of resentment toward the company. In order to punish 
the company, Alan has obtained a list of patients’ healthcare data 
and is planning to publish it online.

Alan’s key characteristics include (see Figure 2-6):

 » He operates on a quid pro quo system.

 » He feels he’s invested a lot in his company.

 » He doesn’t feel he’s received fair treatment and is spiteful.

Alan’s misguided sense of betrayal and ill-advised intent to “show 
them” makes him susceptible to criminal activity, including:

 » Stealing confidential and sensitive data using email and file 
transfer to expose online or perhaps sell on the dark web

 » Misusing access permissions to obtain data that he doesn’t 
need to perform his job, purely for personal gain or spite

FIGURE 2-6: Agitated Alan.



CHAPTER 2  Meeting the Humans in the Human Layer      25

These materials are © 2020 John Wiley & Sons, Ltd. Any dissemination, distribution, or unauthorized use is strictly prohibited.

How do malicious data breaches 
happen?
As in the examples of Sneaky Sara and Agitated Alan, malicious 
data breaches occur because the individual feels they will person-
ally gain from their actions. This can cover a broad spectrum of 
incidents — from actions that are generally assumed to be fairly 
harmless, like taking data to a new job, to more sinister instances, 
like corporate espionage.

As with reckless breaches, social proof has a high impact on some 
of these incidents. Taking data to a new job is an unfortunately 
prevalent practice, something which Sneaky Sara comforted her-
self with the first time she did it. Similarly, her actions and the 
customer lists she arrives at new jobs with, will inspire other col-
leagues to take data to newer pastures when it’s their turn to move 
on. Sara also justifies her actions by arguing that, ultimately, the 
data belongs to her anyway because it’s the result of her hard 
work. Typically, most employees sign contracts that give orga-
nizations ownership of the work produced during their tenure — 
yet the 2020 Insider Data Breach Survey found that 41 percent of 
employees don’t believe organizations have any ownership over 
their data. This can make it more likely for employees to exfiltrate 
data or take other risks with it, as they will feel their actions are 
justified by a misplaced sense of ownership.

On the other end of the spectrum is the people looking to harm the 
organization, receive a pay-off from cybercriminals, or looking to 
give competitors a leg-up with insider knowledge. Many mod-
ern organizations create a sense of unity within their employ-
ees through a shared identity. But while it has many social and 
cultural benefits, this “You’re one of us now” mentality  doesn’t 
work for these outliers. If someone has been placed within an 
organization to gain trade secrets, it’s likely they will be impervi-
ous to building a sense of loyalty to that organization. Similarly, if 
the reward of a payout is significantly large enough, their loyalty 
to the company is likely to be relegated by their loyalty to them-
selves or, sadly, the need for financial security for someone else. In 
the case of Agitated Alan, he justifies his behavior — exfiltrating  
data — because he feels the need to seek revenge, or justice, for a 
perceived wrong that he has endured.
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It has traditionally been very difficult to predict and prevent inten-
tionally malicious data breaches, which is why they can cause sig-
nificant harm to organizations. People can mask their behaviors 
until their actions have been completed and, again, organizations 
are left to retroactively remediate the breach.

CUSTOMER USE CASE: 
OVERCOMING USER FRICTION
The Organization

• State government

• Over 1,000 employees

• Approximately 1,000,000 active service users

The Challenge

Improving efficiency is at the heart of this state government, tasked 
with providing vital services to its residents and local businesses. 
However, protecting data shared by email had become a challenge 
due to user pushback. Senders had to remember when to encrypt 
data and recipients weren’t necessarily tech-savvy and struggled to 
use the software.

The Solution

The organization engaged with Egress to use intelligent email security 
to address this risk.

Egress’ technology enables them to:

• Automate security (encryption) as data is shared via email to the 
appropriate level. This includes using Transport Layer Security 
(TLS) when properly set up and appropriate to do so, as well as 
using Egress message-level encryption when more robust protec-
tion is required.

• Streamline authentication by understanding the risk, in real time, 
that recipients pose to the data being shared with them, and 
dynamically lowering authentication barriers when appropriate.

Business Benefits

• Meet compliance requirements by protecting data

• Enhance productivity by reducing friction for senders and recipients
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Chapter 3

IN THIS CHAPTER

 » Getting away from “permissions sprawl”

 » Understanding both proactive and 
reactive responses to risk

 » Saying “hasta la vista” to breaches with 
AI and machine learning

 » Turning liabilities into assets with human 
layer security

 » Combining people, processes, and 
technology for a complete solution

Implementing Human 
Layer Security

In this chapter, you learn about the building blocks of human 
layer security including the different technologies and pro-
cesses such as Zero Trust, artificial intelligence (AI), and 

machine learning, and how to bring it all together with the human 
element.

Understanding the Zero Trust  
Security Model

That concept of “trust but verify” is so ’80s — literally. Today, 
the new norm is “never trust, always verify” — a maxim of the 
Zero Trust Security framework created by Forrester Research.

In far too many organizations today, users are given overly 
 permissive rights to do just about anything on their computer. 
This unfortunate reality exists because permissions have grown 
far more complex today than in the good ol’ days of simply 
“read,” “write,” and “delete.”
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Perhaps one of the easiest and most recognizable examples of 
this overly permissive culture is giving a user local administrator 
rights on their workstation so that they can add a printer. This 
solves the problem of having to call IT every time the user needs 
to connect to a new printer, but it opens the door to installing 
all kinds of software and other potentially risky behavior on the 
workstation.

Role-based access control (RBAC) is one technique that security 
teams have tried to implement to help manage this problem. RBAC 
can be very effective when implemented correctly, but that’s eas-
ier said than done. For example, in Microsoft’s Azure public cloud 
there are many built-in roles, but the three most commonly used 
are “Reader” which only lets you view resources, “Contributor” 
which lets you do anything except give others permissions, and 
“Owner” which lets you do anything including giving others per-
missions. As you can see, there’s a huge difference in these three 
roles, going from practically nothing to pretty much everything. 
Of course, you can build custom roles in Azure as well — you just 
need to choose the right combination of more than 4,000 permis-
sions that enables your users to do their jobs! This same situation 
exists across different systems and applications, including email 
and file sharing, throughout organizations. Worse still, IT admin-
istrators often have no idea of what permissions an employee 
needs to do their job. Instead, human resources or the employee’s 
manager simply tells IT to give Newbie Ned the same rights as 
Old-Timer Oscar.

Thus, we’ve come to a security model as austere sounding as Zero 
Trust. Zero Trust is based on the principle of least privilege and 
segregation of duties (or segmentation, depending on the con-
text). However, trying to implement Zero Trust manually leads 
you right back to the original problems of RBAC and giving users 
too much access.

AI and machine learning offer a new opportunity for imple-
menting this approach to security. That’s because they can learn 
from existing data and ongoing interactions to measure risk and 
quickly implement the appropriate actions in real time. Together 
with AI and machine learning, continuous monitoring and behav-
ioral analytics are needed to perform the “always verify” part of 
Zero Trust. In this context, always verify doesn’t just mean ver-
ify that users are doing what they’re supposed to be doing and 
not doing what they aren’t supposed to be doing. It also means 
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verifying that users have the appropriate permissions to do what 
they need to do by continuously evaluating what they are doing 
and how they are doing it to fine-tune their user profiles.

Understanding a CARTA Approach  
to Security

Another approach designed to help organizations protect data in 
the digital age is Gartner’s “continuous adaptive risk and trust 
assessment” (CARTA) approach to security, which was developed 
in 2017 as a response to the ever-changing threat landscape. The 
approach focuses on helping organizations detect and prevent 
cyberattacks and data breaches caused by the reality of  modern 
cyber-security and its inherent “gray areas”  — for example, 
the trusted employee exfiltrating information, or cybercriminals 
exploiting flaws in business applications. By adopting a CARTA 
approach to security, organizations and their security teams 
accept a level of distrust in their environments, applications, 
and people (employees, contractors, partners, and so on) and, in 
response, are always assessing and monitoring relative levels of 
risk and trust to enhance their cybersecurity posture.

The CARTA approach is designed to leverage organizations’ 
predictive powers that enable them to anticipate and overcome 
potential security threats before their environments and data are 
breached. At the same time, the approach recognizes that this is 
not always possible; that as the landscape shifts, threats will con-
tinue to slip through the net. Therefore, organizations also need 
to be able to detect when boundaries have been breached and data 
is at risk, and rapidly contain these situations and remediate any 
damage caused. Lessons learned from both these processes can 
then be used as ongoing improvements to organizations’ security 
postures.

This adaptive security architecture can be broken into both proac-
tive and reactive phases:

 » Predict and prevent = proactive

 » Detect and respond = reactive
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Historically, security measures have been overly reliant on pre-
ventative measures, thus making life too difficult for everyday 
users trying to get their jobs done. Overloading systems with too-
frequent anti-malware scans or making authentication methods 
too complex has resulted in decreased productivity and a legacy of 
hostility towards information security. Ultimately, organizations 
continue to be breached and data continues to be exposed.

Because it is built on the assumption of a successful breach, the 
CARTA methodology is inherently adaptive. It is not overly reliant 
on any one area of security, and it is therefore better positioned 
to deal with new and emerging threats, as well as those that have 
existed within organizations for any number of years.

Using AI and Machine Learning to 
Mitigate Email Data Breaches

Many organizations today have already deployed various anti-
spam, anti-malware technologies, and rule-based data loss pre-
vention (DLP) solutions to prevent large volumes of spam entering 
the business network, deny sustained attempts by hackers to gain 
access to corporate networks, and block the exfiltration of sensi-
tive data.

While they have had some successes, the time pressures of an 
intensifying digital age and the subsequent surge in human-
activated threats to email security mean they are now struggling 
to keep pace. Time-intense static DLP rules are not intelligent 
enough to prevent accidental sends, while firewall and endpoint 
technologies lack the required context about business relation-
ships to block impersonation-based phishing attacks. In addi-
tion, encryption technologies are only as successful as their level 
of adoption by senders and recipients, so legacy technologies 
that experience strong end-user pushback don’t typically get 
deployed in any meaningful way to prevent breaches and ensure 
compliance.

AI and machine learning promise to revolutionize not only busi-
ness but also consumer experiences across all walks of life. As this 
technology matures, it presents businesses with the opportunity 
to minimize the risk of human-activated threats to email security 
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where existing solutions fall short. It gives critical time back to 
administrators by reducing the need to define static rules and 
goes beyond policies to continuously learn a user profile in real 
time and account for context, time, and relationships to minimize 
the risk of human error. One powerful way in which AI is trans-
forming the nature of email security is by using machine learning 
techniques to prevent an accidental send.

In 2014, following a G20 summit held in Australia, an employee 
at the government’s Department of Home Affairs acciden-
tally emailed personal details of world leaders, including then 
US  President Barack Obama and Russia’s Vladimir Putin, to the 
wrong recipient. Private details, including passport numbers and 
credit card details, were mistakenly shared because the official 
failed to verify the recipient names that were added by the auto-
complete function in Microsoft Outlook.

This isn’t the only example of autocomplete leading to human 
error. While DLP rules may have helped in this particular case, 
their effectiveness depends largely on how well the organiza-
tion manages the underlying databases. However, overlaying DLP 
with contextual machine learning reduces reliance on rules and 
instead intelligently learns a user’s sending patterns in real time 
to detect anomalous behavior and prevent a misdirected email. 
 Contextual machine learning deploys a combination of techniques 
and  algorithms to empower users and ensure they are emailing 
the right recipients and sharing information with the right people 
in the following ways:

 » Continuously learning user profiles. Bayesian inference 
models update statistical probabilities by continuously 
ingesting more user information as it becomes available, 
in turn reducing the risk of emails going to the wrong person 
or with the wrong content included in the message body and 
attachments.

 » Assessing relationship strength. Contextual machine 
learning deploys graph databases to map out and interrogate 
the strength of a user’s relationships and how they interact in 
order to detect anomalous recipients and prevent a misdi-
rected email.

 » Monitoring time patterns. Gaussian mixture models allow 
the system to continuously learn a user’s access time patterns, 
meaning the tool can spot unusual sending times and minimize 
the risk of an accidental send.
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 » Spotting misspelled aliases. Using the Levenshtein distance 
algorithm, words, email aliases, and names are detected that 
are within a degree of similarity but ultimately incorrect in 
order to detect a potential error and prevent a data breach.

AI and machine learning goes beyond the capabilities of solu-
tions such as DLP to account for the context surrounding a user’s 
behavior and patterns, in turn improving end-to-end email secu-
rity by reducing the risk of sending emails not only to the wrong 
recipient but also with the wrong content.

Using Your People to Mitigate Breaches
While growing up, you may have been admonished to “don’t be 
a tattletale” but today we’re all told, “see something, say some-
thing.” Using your people to help you mitigate breaches requires 
you to not only train your employees to recognize security risks 
and use technology tools properly but also to create a corporate 
culture in which there is no fear of reprisal. People make mistakes 
and are more prone to cover them up if they know they’ll be rep-
rimanded, disciplined, or dismissed for honest mistakes.

Instead, it’s important to create a culture in which people can 
learn from their mistakes and the mistakes of others to encour-
age the desired behavior and improve your overall risk posture. 
Ensure that security awareness training is interactive, engaging, 
relevant, and frequent. Learn to spot different warning signs in 
your employees — such as fatigue, anxiety, and agitation — and 
how these characteristics may lead to accidental or intentionally 
risky behavior (see Chapter 2 to learn more).

However, people will always require security technology to pro-
tect data. As we’ve seen in Chapter  2, you can’t eliminate all 
breaches through training or awareness, but by using intelligent 
technology, you can continue to alert users to instances when 
their behavior puts data at risk — all the while, automating the 
protection of sensitive data. Only by ensuring their employees 
can work effectively and securely — whatever their role — can 
organizations truly eliminate the risk their own people pose to 
sensitive data.
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Combining Both Approaches  
to Mitigate Breaches

An effective approach to data breach risk mitigation requires a 
combination of people, processes, and technology. Unfortunately, 
people alone are not the solution. The volume of emails and data 
that are constantly being sent and shared alone are enough to 
overwhelm humans. Further, less than one-third of employees 
(29 percent) admit to having accidentally shared company infor-
mation externally according to the 2020 Insider Data Breach Survey. 
However, technology can help them work more productively and 
securely and, over time, AI and contextual machine learning can 
continue to become more intelligent and more accurate as a result 
of administrator and end-user interactions. Finally, well-defined 
processes are necessary to ensure people use technology in the 
proper and most effective manner to achieve the desired results, 
including automating security when sensitive data is at risk.

CUSTOMER USE CASE: ENFORCING 
INFORMATION BARRIERS
The Organization

• European investment banking firm

• 120,000 employees

• Headquartered in London, UK, with offices throughout Western 
Europe

The Challenge

As an investment bank, the organization needed to ensure it could 
control the internal flow of information between employees, to pre-
vent accidental or intentional instances of insider trading or other 
actions that would both contravene regulations and damage client 
relations. Sharing data via email posed a significant risk, as employees 
could work with any number of colleagues on certain clients but not 
on others. All data shared via email also needed to be tracked for 

(continued)
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compliance auditing purposes to ensure only authorized employees 
had access to it, which was difficult and time-consuming to do.

The Solution

Working with Egress, the organization is now able to:

• Analyze email recipients, relationships, and content as it is shared 
internally, to ensure only authorized employees access privileged 
information

• Use elastic search to quickly investigate data sharing and security 
practices across their entire email system

• Ensure compliance on all desktop and mobile devices

Business benefits

• Improve existing client relationships and competitiveness in 
acquiring new clients, as well as avoid punitive fines and litigation, 
by enforcing information barriers on email and meeting compli-
ance requirements

• Save time for employees compiling email security and compliance 
reports

• Enhance productivity for employees who share data via email 
more efficiently knowing it is protected from unauthorized access

(continued)
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Chapter 4

IN THIS CHAPTER

 » Addressing other forms of 
communication and sharing

 » Adding context to behavioral analytics

 » Ensuring compliance and being proactive 
in mitigating risk

Looking at the Future of 
Human Layer Security

While much of the focus in this book has been on email 
and file sharing security, human layer security has the 
potential to go far beyond these applications. In this 

chapter, we’ll take a look at how human layer security is evolving 
to address many other use cases and risks.

Going Beyond Email Security
Although email remains the predominant form of business com-
munications today, it is just one of many. Other popular com-
munication methods in the modern digital workplace include file 
instant messaging, discussion boards, and short message system 
(SMS) text. Collaboration and file sharing are also critical to team 
productivity, particularly among highly distributed and cross-
functional teams that may be working together across the globe. 
It’s also likely we’ll experience an increase in remote working 
following the COVID-19 pandemic, which for many organiza-
tions has seen enforced telecommuting. The human layer security 
approach thus needs to be extended to include these and other 
evolving channels that employees use to communicate, collabo-
rate, and share data.
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Often, the biggest risk to companies is when employees need to 
share large files. Free online file transfer and data storage sites — 
such as Hightail (formerly YouSendIt), WeTransfer, Dropbox, 
Google Drive, and OneDrive, among others — are convenient and 
easy to use when employees need to bypass email file size and 
attachment limits. Similarly, employees might post information 
or photos to social media sites and applications such as Facebook, 
Instagram, and Pinterest. However, these sites typically offer no 
assurances about the recipients or users and are replete with other 
security and compliance risks for the organization, including:

 » Files might be transmitted, stored, and downloaded in an 
unencrypted format.

 » Limited or no audit trail available to show when a file was 
uploaded or downloaded and by whom.

 » No control over where data is geographically stored, which 
may cause policy or regulatory compliance violations if 
specific data residency requirements are defined.

 » Inability to fully comply with data subject access requests 
(DSARs), such as the “right to be forgotten” (delete all my 
personal data) which may cause costly violations to regula-
tions including the California Consumer Privacy Act (CCPA) 
and the EU General Data Protection Regulation (GDPR), 
among others.

 » Liberal fair use and licensing terms that may allow the 
service provider to application to use, copy, give away, or 
even sell your content without your explicit permission.

 » Limited or no indemnification by the service provider in the 
event of a data breach.

Most third-party services offer a commercial (or business)  version 
of their service to address these risks. However, they often come 
with hurdles to security and compliance that can be difficult to 
overcome. To start with, the business still needs to invest in one 
or more of these services, develop policies for their sanctioned 
use, and train their users on how to use them appropriately. But 
then we tend to hit the ceiling of what can be achieved by  training 
and policy. Many commercial solutions have to be  retrofitted with 
security measures, so it’s difficult for them to monitor and address 
risky behavior — they simply protect data within certain defined 
parameters. For example, users can learn how to use a security 
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solution. However, if they choose to disobey policy or genuinely 
don’t know any better, then share a file in error it will still be 
shared, unless underlying static rules can detect this information 
shouldn’t be sent to the recipients. This situation opens the orga-
nization up to risk of a data breach.

Human layer security is about examining the holistic risk that 
individual employees pose to data to dynamically prevent human-
activated data breaches and understanding where risk scores 
generated by machine learning can bring the greatest benefit to 
solve other organizational challenges and risk. Obviously, there 
are technical considerations to think about when integrating con-
textual machine learning into these various applications, but pri-
oritization should target the most at-risk applications first.

Using Behavioral Analytics to Extend 
Business Risk Use Cases

In addition to securing new and evolving channels, organiza-
tions need to look at ways to develop the core contextual machine 
learning technology they use and how they use it  — so it can 
bring even greater benefits to the channels to which it’s already 
applied. One way to do this is to broaden our understanding of 
security risk.

Data privacy laws clearly mandate that organizations must pro-
tect sensitive personal data — but that’s not the only information 
that needs to be protected. Security policy should examine all the 
ways that employees sharing data or communicating with clients 
could put information or relationships at risk — whether that’s 
sharing corporate data incorrectly (not just non-personally iden-
tifiable information, or PII).

Much of the work that has been done in behavioral analytics 
today focuses on identifying and alerting on or reacting to anom-
alous behavior. For example, if someone typically logs on from 
a specific location or device, or at a particular time of day, any 
changes to this behavior might cause an alert to be sent to a secu-
rity analyst within the organization, or may prompt the employee 
to provide further verification of their identity, for example, by 
correctly answering a personal security question or entering 
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a one-time code that is sent by SMS text to their smartphone. 
Applying behavioral analytics to data itself might include look-
ing for contextual clues that potentially change the risk profile 
of the data. For example, government organizations typically set 
a declassification or review date on classified information, after 
which time it may be classified at a lower level or declassified 
altogether. Similarly, organizations may have data that becomes 
irrelevant or public knowledge after a given date or event. At the 
same time, retaining certain data beyond its useful life or original 
purpose may cause unnecessary risk and legal liability.

Stopping Data Breaches Isn’t Enough
Preventing data from being shared with the wrong people or 
inappropriately shared, exfiltrated, or used is a highly beneficial 
application of contextual machine learning. But when it comes 
to data protection, it isn’t the only useful application of this 
technology.

Even when information is shared with the correct people, strin-
gent data privacy and data protection laws dictate that the 
information must be protected. Based on the sensitivity of the 
information being shared, who it’s being shared with and an indi-
vidual organization’s risk tolerance, contextual machine learning 
can determine the appropriate level of security as data is being 
shared, and the necessary controls after it has been received by 
the recipient.

In addition, many data protection and privacy laws now require 
comprehensive analysis of risk for ongoing compliance, even 
when data is shared with the correct recipients. The insights gen-
erated by contextual machine learning as breaches are prevented 
and data is shared correctly can provide layers of insights that 
would be otherwise unachievable.

For example, under CCPA or GDPR, an individual might request a 
copy of all their personal data held by a company. While respond-
ing to this request might be relatively easy for structured data, 
for example, in a relational database in which the individual is 
uniquely identified (remember, name alone isn’t enough to iden-
tify, for example, the correct John Smith), unstructured data is an 
entirely different animal. Identifying what personal information 
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about a specific individual might exist in unstructured files, 
spreadsheets, and images  — and in what context  — would be 
an appropriate use of contextual machine learning. The company 
must be able to quickly (a maximum of 30 days under GDPR) and 
accurately identify all of the relevant information about the cor-
rect individual, wherever it may be stored — including on their 
network, on local computer hard drives and mobile devices, in 
the cloud, and on third-party (that is, partner or processor) 
 systems — without inadvertently disclosing other sensitive infor-
mation (for example, about other individuals that may be listed in 
a document).

CUSTOMER USE CASE: ATTACHING 
THE WRONG FILES
The Organization

• Multi-national law firm

• 6,000 employees

• Offices in more than 30 countries

The Challenge

Email provides an efficient and cost-effective way to share client files 
for this organization, but its use was restricted due to the concern that 
the wrong files could be attached, leading to:

• Damaged client relations with both the data subject (the client 
whose files were mistakenly attached) and the recipient, who 
needs to ensure their data is protected

• Loss of client trust, leading to churn

• Litigation

• Non-compliance with data privacy regulations in instances in 
which personal data was involved

Clients placed increased pressure on the organization to improve its 
email security in order to communicate more efficiently.

(continued)
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The Solution

The law firm partnered with Egress to address this use case with 
machine learning and advanced data loss prevention (DLP). The 
Egress approach mitigates risk by:

• Analyzing recipients and understanding relationships between 
senders and recipients

• Scanning email message bodies and attachments to ensure the 
correct client files are attached

• Enforcing information barriers internally in instances that employ-
ees are representing separate clients and cannot access privileged 
information

Business Benefits

• Improved productivity for employees by enabling sensitive data to 
be shared via email

• Increased profitability through improved client relations and 
retention, with security becoming a competitive differentiator

• Avoid punitive fines and litigation by complying with privacy 
regulations

(continued)
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Chapter 5

IN THIS CHAPTER

 » Recognizing risk, risky human behavior, 
and the types of breaches in your 
organization

 » Leveraging the right technologies to 
prevent data breaches

 » Making human layer security the key to 
breach protection and compliance

Ten (or So) Keys to 
Human Layer Security

I 
n this chapter, we leave you with some key takeaways that will 
help your organization succeed with human layer security.

Acknowledge the Risk Your People  
Pose to Sensitive Data

It’s important for organizations to first understand the risk that 
their people may pose to sensitive data by acknowledging and 
identifying vulnerabilities in their own human layer. These may 
include honest mistakes, reckless behavior, and intentional data 
leaks.

Only by accepting that this is a challenge faced by all organiza-
tions is it possible to begin truly tackling the problem.
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Identify the Profile of the Humans  
In Your Organization

Human-activated data breaches happen for a number of reasons 
that can be broadly classified into one of three profiles:

 » Accidental. These breaches include errors and mistakes 
such as sending an email to the wrong recipient or sharing a 
file with the wrong person.

 » Intentional reckless. These breaches are caused by people 
in your organization who know how to use the security 
technologies provided to them but choose not to use them, 
and understand the policies but choose not to follow them. 
They’re either too confident or too important, or just don’t 
have the time.

 » Intentional malicious. These breaches are caused by 
people actively and knowingly choosing to put data at risk. 
These are people that feel the company owes them some-
thing, have a chip on their shoulder, or are looking to make 
some extra money any way they can.

Read Chapter  2 to learn more about the profiles you need to 
 identify in your organization including accidental, intentional 
reckless, and intentional malicious humans.

Discover the Types of Breaches Occurring 
in Your Organization

Although any organization can be the victim of a human-activated 
data breach, certain types of breaches may be more prevalent than 
others within your organization. For example, if email distribution 
lists are poorly maintained, you may be more susceptible to acci-
dental breaches in which emails are sent to the wrong recipients. 
Similarly, if your organization is fast-paced and high-pressure, 
you may experience a lot of intentionally reckless breaches, in 
which employees disregard security policies and don’t bother 
using the security tools you provide to them because they don’t 
have the time. If you work for an organization in a highly com-
petitive industry with unusually high turnover, or you’re going 
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through layoffs, you may have a higher incidence of intentionally 
malicious data theft.

Decide to Take Action Against Breaches
Insider data breaches aren’t new. People have been putting data 
at risk for as long as it has existed. Whether that’s been espionage 
through the centuries, or an email containing personal informa-
tion sent in error in today’s digital workplace.

It’s just that until now it’s been very difficult to detect and stop 
these breaches, without hampering productivity and making it 
very difficult for people to do their jobs effectively. So, security 
has had to take a backseat while people simply “got the job done.”

Now, however, it’s increasingly possible to solve this problem. 
Using artificial intelligence (AI) and machine learning, organiza-
tions can enforce advanced security practices that ensure  people 
don’t access information without authorization, or exfiltrate 
data — all without making life more difficult for end users and 
negatively impacting their productivity.

Read Chapter  3 to learn more about the Zero Trust and CARTA 
security models.

Use Contextual Machine Learning  
to Gain Real Business Benefits

Contextual machine learning can help you reduce the risk of 
human-activated data breaches in your organization through 
automated prevention. Other potential business benefits of con-
textual machine learning include:

 » Guaranteeing compliance with increasingly stringent data 
privacy laws such as the European Union (EU) General Data 
Protection Regulation (GDPR) and California Consumer 
Privacy Act (CCPA)

 » Eliminating the threat of financial, legal, and reputational 
damage by helping maintain ongoing regulatory compliance
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 » Saving multiple employee hours spent managing and 
maintaining static data loss prevention (DLP) rules

 » Increasing productivity while causing minimal to no disrup-
tion in daily workflows

Read Chapter 3 to learn more about contextual machine learning.

Use Technology to Help Prevent  
Human-Activated Data Breaches

Organizations today rely far too heavily on their employees to 
“do the right thing” and report a data breach. However, research 
indicates that employees aren’t necessarily inclined to report a 
data breach caused by themselves or a peer — whether accidental 
or intentional (see Chapter 1).

We quickly hit a ceiling of what can be achieved with people 
alone — however much we try to train or educate them.  People 
will continue to make mistakes, human error will creep in, 
or they’ll choose to do the wrong thing because the pay-off is 
greater. Thus, organizations must embrace intelligent technology 
to further protect data and address compliance requirements.

Assess Technology for the Right  
Fit in Your Organization

Every organization is different and a one-size-fits-all approach 
to security usually slows productivity and, unintentionally, puts 
data at risk. Assess your unique risk profile based on the threats, 
vulnerabilities, and assets in your organization and match the 
right technology to the right risks for your organization.

Leverage Your People to Prevent 
Breaches

Although people are often the cause of data breaches, your busi-
ness couldn’t run without them. Human layer security isn’t 
about taking people out of the equation; it’s about putting them 
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squarely at the center to ensure they can work productively and 
securely. The first step is using intelligent technologies that are 
adapted to secure the ways your employees work today. Then you 
need to augment these technologies with engaging and interac-
tive security awareness training, clear policies and procedures, 
strong leadership, and a supportive culture that promotes the 
desired behavior.

Address Compliance with Human  
Layer Security

Many organizations make the mistake of thinking that regulatory 
compliance is the responsibility of one department, such as IT or 
Legal, and that it’s a one-time initiative. Achieving and main-
taining data security and privacy compliance must be an ongo-
ing all-hands-on-deck activity. By taking a human layer security 
approach, organizations can make their employees part of the 
compliance solution.
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