
The consequences of violating the Health Insurance 
Portability and Accountability Act (HIPAA), either wilfully 
or accidentally, can be severe. Financial penalties, 
unwanted litigation costs and reputational damage, not 
to mention criminal charges, potentially await companies 
and individuals who fail to comply. And with over 70% of 
CISOs in healthcare saying that employees regularly put 
sensitive email data at risk1, a robust safety net is needed. 

We provide a far-reaching email security solution that 
helps covered entities safeguard electronic Protected 
Health Information (ePHI), remain HIPAA-compliant and, 
importantly, avoid financial and reputational damage. 

Avoid financial and reputational damage with an all-in-one  
email security platform.

Intelligent email security: HIPAA email compliance in a box
Our Intelligent email security platform is an all-in-one solution that removes the risk of an email 
security breach and keeps personal health information safe.

Egress Prevent uses contextual machine learning to deeply understand a user’s working patterns, 
spot abnormal behavior, and prevent emails going to the wrong recipient or with the wrong 
content. Egress Protect makes sure that users send sensitive email content with the appropriate 
level of encryption, while Egress Investigate enables administrators to effectively demonstrate 
compliance and measure the risk of a breach.

Prevent an email security breach
Minimize the threat of a HIPAA violation.

Keep sensitive data safe
Avoid unauthorized access to sensitive data.

Accelerate response to PHI requests
Minimize time spent responding to patient  
ePHI requests.

Avoid financial and reputational loss
Stay clear of fines and litigation by  
remaining compliant.

1,000+
large 

organizations

Securing

HIPAA compliant email in a box

 1. Insider Data Breach Survey 2020



About Egress 
Our vision is for a connected world in which people communicate efficiently 
and securely. To achieve this, we provide human layer security to protect 
individual users and stop breaches before they happen.
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Top five features

Contextual  
machine learning

DLP policies  
and scanning

AES 256-bit 
encryption in  
transit and at rest

Rapid search across 
plain-text and 
encrypted emails

Automated 
redaction tools
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For more information please contact your account manager or 
call 1-800-732-0746

Section Requirements How we help

45 CFR  

§ 164

Impermissible disclosure 

Entities cannot share ePHI with a third 
party, wilfully or by mistake, without a 
patient’s prior consent.

Egress Prevent eliminates the risk of impermissible disclosure by 
using contextual machine learning with DLP policies to analyze user 
sending patterns, spot anomalies and prevent emails being sent to 
the wrong recipient or with the wrong content.
We interrogate an email’s subject line, message body, attachment 
name and type, and data inside an attachment to make sure the email 
content goes to the right person and prevents a security breach.

45 CFR § 
164.312(e)2

Use of encryption

Organizations must implement 
encryption to NIST standards if, after a 
risk assessment, they determine that 
it is reasonable and appropriate to 
safeguard the confidentiality, integrity 
and availability of ePHI.

Egress Protect enables employees to keep sensitive data safe by 
manually applying the appropriate level of security to sensitive 
emails, while granular permissions such as read only access and 
restricted forwarding remove the risk of unauthorized viewing. 

Egress Prevent eliminates the risk of a security breach by using 
DLP scanning on emails to intelligently recommend, or even 
enforce, encryption when risk levels are high.

45 CFR  
§ 164.524

Responding to patient ePHI requests

Patients have the right to acquire copies 
of their medical records. Any request for 
copies of ePHI must be answered within 
30 days of the date of receipt.

Egress Investigate minimizes response time to patient requests 
with comprehensive reporting that allows businesses to search 
millions of emails, and find relevant records, in seconds.
We also offer automated redaction tools that find and remove  
non-pertinent data within minutes, minimizing time and resource 
spent on responding to patient requests.

45 C.F.R.  
§ 164.308(a)
(8)

Mandatory risk assessments

Entities must regularly conduct accurate 
and thorough security assessments 
to identify any vulnerabilities to the 
confidentiality, availability and integrity 
of ePHI.

Egress Consulting leverages a proven methodology to map out 
an interactive picture of an organization’s data sharing habits that 
pinpoints risk across the information ecosystem so that entities can 
quickly detect, and eliminate, threats to data security.
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Visit www.egress.com for more features.

Supporting HIPAA compliance


