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The risks of outbound email: Key takeaways   

Introduction: Why you should be worried about outbound email data breach   

Understand how – and how often – email data breaches actually occur.  
The problem is worse than you know.

How serious is the risk of an outbound email data breach?

Right now, organisations are struggling to mitigate breaches using legacy controls.  
What should you be doing to prevent a breach before it happens?

It’s a big problem with serious consequences. What’s currently being done to try and stop it?

Email data breaches can have far-reaching repercussions.  
Make sure you’re aware of what’s at stake.

The risk is major. But how serious is the impact of an email data breach?

Email data breaches are only going to get worse – 
unless we start doing something different today.

Conclusion: It’s time for a change

Inside the report
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data breaches in the last 12 months

of breaches are due to stressed 
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35%

The risks of outbound email  
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were 
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Remote working is making this worse

Ramifications for  
employees involved

Key takeaways

DATA BREACHES REMOTE WORKING EMPLOYEES

Top three causes of data breaches

80%  
wrong recipient 

added to an 
email

80%
  

replied to a 
spear phishing 

attack
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wrong file 
attached

of organisations are sending  
more emails due to COVID-19

94% 37%

of organisations’ most 
serious breaches were 
caused by remote working

62% of organisations 
rely on

people to 
report email 
data breaches

every 
12 working 
hours

On average, 
email data 

breaches 
happen
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Introduction
2020 has been a year of huge change for businesses in every sector across the 
globe. No organisation has been left unaffected by the COVID-19 pandemic. 
From home working to the digitisation of previously physical processes, we’ve 
all had to make changes to our standard working routines.

These changes have come at a time when the risk 
of a data breach is higher than ever – particularly 
through outbound email. Everyone is operating under 
increased levels of stress – which, as our findings 
show, only exacerbates the already high-risk situation 
organisations find themselves in. 

Headlines have previously typically focused on high-
profile sophisticated cyber-attacks as a means to 
access confidential data. These dramatic stories tend 
to attract attention. However, for a long time now 
we’ve understood that the real risk to organisations 
has gone under-reported. 

With our latest research (conducted independently by 
Arlington Research), we’ve uncovered just how serious 
a threat outbound email is when it comes to keeping 
sensitive data secure. And it’s not just affecting one 
sector: we’ve focused on issues faced by organisations 
operating in Healthcare, Financial Services, Banking 
and Legal. And we’ve asked the questions that count. 
Speaking directly to CISOs, Director-level management 
and IT leaders, this research presents a highly accurate 
view of the email data breach risks actually affecting 
modern organisations.

Sensitive data has 
been put at risk in

of organisations due 
to outbound email

93%
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Essentially, 
where there 
are people, 
there is risk.

Our results paint an alarming picture. 

Essentially, where there are people, 
there is risk. 

And with every employee having access 
to email, anybody could cause a major 
breach. 

Most concerning of all, these events are 
not rare or one-offs. Far from it. In fact, 
93% of organisations we asked reported 
that data has been put at risk through 
outbound email over the last 12 months.

Email is the predominant way to stay in 
touch with colleagues and partners – 
especially now most of us are working 
remotely. But with frequent use comes 
increased risk. As you'll see in this 

report, email environments like Outlook 
for Microsoft 365 don't come with the 
necessary native controls to eliminate 
the risks associated with people's 
behaviour as they use email. And as the 
world turns more and more to digital 
communication and email due to the 
COVID-19 pandemic and a future of 
flexible working, that risk is only going 
to become more severe. It's never been 
more vital to understand this threat and 
mitigate it.

We hope this report provides insight 
into the significant risk outbound email 
represents to your organisation, so you 
can judge for yourself what actions you 
need to take to guarantee the safety of 
your organisation.
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How serious is the risk of an 
outbound email data breach? 
It’s a threat that’s real – and it’s only getting bigger. You might 
think that with the robust procedures your organisation has in 
place, a data breach just won’t happen to you – or, if it does, it 
won’t be significant. However, our research says differently.  
Almost every organisation that we spoke to has suffered in one 
way or another – so it’s vital you understand just how common – 
and serious – these incidents are.

The facts are simple: outbound email data breaches are prolific. 

Of all the organisations we surveyed, 93% suffered email data breaches in the 
last 12 months. 

In fact, each organisation we surveyed suffered an average of 180 incidents each 
year that put sensitive data at risk. In a year of 254 UK working days, that means 
a potentially serious data breach happened three times in an average working 
week – or every 12 working hours.

Incident trends from the ICO

In May 2020, the Information Commissioner’s 
Office (ICO) released statistics that showed 
misdirected email as the UK’s number 
one cause of reported security incidents. 
Importantly, this data revealed it to be a 20% 
bigger risk than phishing attacks. This is in 
line with their findings showing that human-
activated risk is the major cause of security 
incidents. 
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So, what’s causing these breaches?
In the majority of cases, these breaches happen due to simple human error. This can 
include adding the wrong recipient to an email, attaching an incorrect file or not 
using tools like Bcc correctly. These are mistakes that we often consider small and 
inconsequential – but the research shows differently.

Worryingly, these results show that there’s not actually any one leading cause of data 
breach through email – only that every cause is experienced with alarming regularity. 

"We’re really only seeing the tip of the 
iceberg when it comes to email data 
breaches. CISOs and their security teams 
know these incidents happen – but they 
aren’t able to accurately report on this 
issue. They wait for people to tell them 
there’s a problem. In our experience, the 
issue is ten times worse than CISOs know."

Tony Pepper, Egress CEO 

CISOs show how email usage puts data at risk in their organisations

80%

Wrong  
recipient(s)  

added

80%

Wrong  
file(s) 

 attached

78%

Encryption  
not used

75%

Error  
using Bcc

80%

Replied to a  
spear phishing 

email

76%

 Intentional 
exfiltration
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Autocomplete errors: From embarrassing to endangering 

Earlier this year, Egress carried out research with Citizen.Me following the release of the ICO’s findings concerning 
insider data breach. Some of the responses we gathered were insightful – to say the least. One respondent 
claimed that they sent a confidential message to a colleague, only to find out there were nine individuals of the 
same name in her organisation.  

The even spread between type and frequency of breach can 
make this a difficult problem to solve, with numerous areas 
of risk, driven by causes that have traditionally been difficult 
to remedy – particularly, human-activated threats caused by 
unpredictable behaviours.  

What’s more, almost every organisation (94%) has seen an 
increase in emails being sent by their employees while they work 
remotely. For 68% of organisations, this has been a significant 
spike in email traffic of 26 – 75%, meaning the surface area for 
an email data breach has increased dramatically.  
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Productivity vs. protection

It’s interesting to note the rise of technology designed 
to make life easier, more efficient, and more productive 
has directly led to an increase in occurrences of data 
breaches. When used incorrectly, email productivity 
tools such as autocomplete and Bcc are responsible for 
hundreds of data breaches in organisations each year. 
This shows that it’s vital to strike a balance between 
productivity and data protection.

The frequency with which each incident has 
occurred in the last 12 months
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As the figures on the previous pages 
demonstrate, it’s hard to attribute a single 
cause to the hundreds of email data breaches 
experienced by organisations each year. What 
is consistent is that human error is identified 
as a major issue across the board – in every 
sector and in organisations of every size. This 
follows both the wider trends established in 
our findings and the results of the ICO’s report 
from May 2020. Human-activated data breaches 
are on the rise, across organisations from every 
sector we spoke to. 

Broadly, results can be divided between into 
two distinct streams – technological factors and 
situational factors.  

Of these responses, the biggest single cause of 
each organisation’s most severe incident was 
the situational factor of ‘an employee being 
tired/rushed/stressed’, which was cited by 37% 
of respondents. This means that almost four in 
10 of the biggest data breaches over the last 12 
months happened directly because of mistakes 
made by staff. 

Data breaches happen a lot.  
But what’s behind the most serious leaks?

of organisations 
cite situational 
factors as 
responsible 
for their most 
severe email 
data breach

75%
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The factors that caused organisations' most severe incidents in the last 12 months

The human factor is your biggest risk
The major issue with these human-activated risks is 
that there isn’t a simple, one-size-fits-all solution to 
mitigating them. After all, we’re only human – and 
all humans react differently. 

It’s wishful thinking to assume every employee 
within an organisation will respond in the same way 
to feeling rushed, stressed or tired. There are many 
factors at play – both internally and externally. 
For instance, while more senior employees might 
be more used to handling stressful situations, are 
they equipped to recognise how their more junior 
colleagues might respond to the same issues?

These problems are now further compounded by 
remote working caused by the COVID-19 pandemic. 

New starters or younger employees are no longer 
able to follow the lead of their more established 
colleagues as easily. And everyone has new 
distractions at home - from childcare duties to 
delivery drivers ringing the doorbell. This all leads 
to increased levels of stress and rushing, which 
directly results in unpredictable behaviour – making 
an email breach far more likely. 

Human-activated risks such as these require 
intelligent technology to solve them. Unfortunately, 
legacy rules-based solutions and the technical 
controls available within popular email clients like 
Outlook for Microsoft 365 simply aren’t capable of 
learning from the way users behave and eliminating 
new risks in real time.
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The next biggest cause identified was something we’re all 
becoming more familiar with – remote working. Right now, that’s 
clearly a major risk area for serious data breaches – and it’s only 
getting more concerning. This report will investigate this further 
later on. 

It’s also worth noting that in 33% of cases, it was identified that 
employees weren’t using technology such as encryption correctly. 
It’s becoming increasingly evident that traditional security 
procedures and tools such as legacy DLP aren’t enough to prevent 
email data breaches. In fact, as these results show, they may be 
contributing to many organisations’ biggest incidents. 

Simply, traditional technology and the native controls provided 
in email clients, like Outlook for Microsoft 365, aren't able to 
adapt to human behaviour and prevent email data breaches. While 
static rules are able to prevent breaches in some cases, they’re 
unable to recognise how a user’s behaviour changes in different 
circumstances – for example, when using a mobile device, working 
remotely, or sharing data with new partners or clients. It’s clear 
that this represents a huge area for risk – and one that has already 
led to major data breaches.

of organisations 
are still not 
using encryption 
effectively

33%

Tackling your 'Tired Tims'

In Human Layer Security For Dummies, we identify the 
character of 'Tired Tim'. It’s a personality type that everyone 

knows well – an individual who’s working hard and doesn’t 
want to put data at risk, but finds themselves making 

mistakes due to being too busy or having too much going on.
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Email data breaches are serious.  
So why aren’t organisations ensuring they’re 
reported accurately?
It’s a natural human response to try to hide a mistake once you’ve 
made it. In fact, it’s something we’ve probably all been guilty of 
once or twice. However, when it comes to a potentially serious data 
breach, it’s absolutely vital that the cause and nature of the incident 
is properly reported and understood. With this in mind, the results 
of our survey are particularly concerning. 

62% of organisations reported that 
they primarily rely on hand-raising to 
notify them of a data breach. Dividing 
this further, 24% of our respondents 
(nearly a quarter of all those surveyed) 
rely on the individual who caused the 
breach to self-report. Considering that 
‘An Employee Being Tired/Rushed/
Stressed’ was identified as the biggest 
single cause of severe data breach 
incidents, it seems particularly reckless 
to assume these same individuals will 
self-report – or, if they’re particularly 
busy, even realise they’ve caused a 
breach.

18% of IT leaders responded that they 
rely on other employees to report 
colleagues who’ve caused a data 
breach. While every organisation is 

obviously different, it is difficult to 
base a compliance strategy around 
encouraging every data breach to be 
reported, especially, as stated above, 
in busy, stressful environments. A 
further 20% of organisations reported 
that they rely on external recipients 
to notify them of a breach. Again, this 
is a risky strategy as it depends on a 
further level of communication that 
many clients or partners simply won’t 
have time for. 

In fact, only 36% of respondents had 
technology in place to recognise and 
report a data breach. Breaking this 
down by sector, legal led the way – 
but even in this industry, only 41% of 
organisations had software in place to 
recognise a breach.

CISOs show how email data breaches are 
reported in their organisation

Blame culture - the inside story

Blame culture deeply impacts data breach reporting. It makes sense: 
If you think you’re going to be reprimanded for something, you’re 
less likely to come forward about your or others’ mistakes. Of course, 
there has to be accountability – but at the same time, this has to be 
proportionate to the incident that’s taken place. We should limit 
punishments for genuine mistakes, while at the same time, working to 
ensure it doesn’t happen again.

2% 
I am not confident it 

would be reported

20% 
Alerted by the 
email recipient

36% 
Alerted through 

data breach 
detection software

18% 
Reporting by 

another employee

24% 
Self-reporting 

by the employee who 
sent the email

People-led

 Te
ch

n
ology-led
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The sector breakdown –  
banking vs. legal vs. 
healthcare
Without technology’s help it’s impossible for 
organisations to be confident that they’ve 
accurately reported every data breach they’ve 
suffered. As such, we can infer that the actual 
number of data breaches, including severe leaks, 
is considerably higher than the 180 reported on 
average over the last 12 months. 

In fact, we can confidently assume employees are 
putting data at risk every day, just by using email.

How email data breaches are reported in banking, legal and healthcare
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Testing times mean the situation’s only getting more serious. 
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CISOs highlight the impact of COVID-19 on outbound email traffic
A key theme of the responses we received is that data breaches 
through email are far more likely to occur when employees are 
stressed, rushed or tired. With the impacts of the COVID-19 global 
pandemic still manifesting around the world, it’s clear that these 
challenging times are directly leading to elevated stress in the 
workforce. 

With the rise in remote working and an increase in email 
communication, it’s clear that outbound email data breaches will 
continue to grow. 94% of organisations have experienced an increase 
in outbound email traffic as a result of remote working during the 
pandemic, as colleagues strive to keep in touch with each other 
and communicate with external partners and clients. For 68% of 
organisations, this has been a significant 26 – 75% increase. 

Added to these concerns is the fact that organisations can’t even 
have confidence in their records of data breaches over the past 12 
months, thanks to inconsistent and inaccurate reporting procedures. 

Email has provided a substitute for many physical processes during 
the COVID-19 pandemic, as well as simply providing a way for teams 
to remain up-to-speed with developments. 

While this does represent good news for the digitalisation of 
outdated paper-based processes, it obviously comes with a serious 
increase in risk. 

It’s vital that productivity doesn’t come at the expense of an increase 
in data breaches.

What’s more, the 'new normal' means flexible working is here to 
stay. With it looking likely that remote working is set to continue on 
at least a part-time basis going forward, it’s clear that major steps 
will need to be taken to prevent serious breaches.

It’s vital that productivity 
doesn’t come at the expense of 
an increase in data breaches
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Let’s face it – most CISOs are far more comfortable in the controlled environment 
of the office, where they can keep a watchful eye on employees. At least, that’s 
what the results of our research imply, with 72% of respondents in the UK thinking 
that there is a greater risk of data breaches while working remotely. Nearly one-
quarter of responses would categorise this risk as ‘much greater’ than when 
operating as normal in the office. 

The bottom line is that higher volumes of email simply means more risk. This is 
particularly worrying considering that the majority of organisations reported 
experiencing an average of 180 serious data breaches happening over the last 12 
months – and that was predominantly while operating under normal conditions. As 
the results have made clear, no organisation currently has the luxury of operating 
under these normal conditions. In fact, the current situation presents far more risk. 
Therefore, it’s not unreasonable to assume that these figures are just the tip of the 
iceberg. Under the surface, the threat is much, much larger.

The change in risk to email security as a 
result of remote working (global figures)

24% 
Much greater risk 
than in the office

46% 
Somewhat greater risk 

than in the office

23% 
Same risk as 
in the office

5% 
Somewhat less risk 

than in office

2% 
Much less risk than 

in the office

The bottom line 
is that more 
email simply 
means more risk
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The risk is major. But how serious is 
the impact of an email data breach?
It can be easy to dismiss data leaks as a necessary evil that comes with the fast, productive 
benefits of using email. The vast majority of data breaches are minor and don’t have 
consequences, right? Wrong. This section of the report sets out the impact of email data 
breaches for the organisations surveyed – and why you need to take a proactive approach 
now to mitigating risk.

You’ve seen the headlines. When a major company experiences a severe data breach incident, the consequences 
are clear to everyone: fines, compensation payments, negative PR and a fall in client trust can all be 
repercussions from the most serious leaks. But for every major incident that makes the press, far more go 
unreported. However, that doesn’t mean the results aren’t just as serious for the organisations affected.
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Every action has a reaction: what happens 
when there’s an email data breach?
A severe breach requires an immediate 
response. But what consequences do 
individuals face as organisations try 
to prevent these incidents repeating 
themselves?

As the results show, in nearly 50% of 
incidents the individual responsible for 
the breach received a formal warning. 
Perhaps even more surprisingly, on an 
average of 27% of occasions, the employee 
was fired. Looking at each industry gives 

us a similar result; financial services 
organisations appear to take personal 
responsibility particularly seriously, 
terminating an employee’s contract in 
31% of cases of severe data breach. It is 
perhaps unsurprising why self-reported data 
breaches seem to be low. 

If employees fear formal reprimands (or 
even being fired), they’re very unlikely to  
report even minor incidents. 

CISOs reveal the outcomes of their most serious email data breach in the last 12 months
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Over one-quarter of serious incidents 
reported led to direct action from 
a regulatory body, meaning that 
an incident worthy of investigation 
occurred on average roughly every 
six working days. That quickly adds 
up to represent a serious number of 
hours every year triaging reports for 
regulators – reducing the time available 
to concentrate on business performance 
and growth. 

Considering long-term consequences, 
26% of respondents reported suffering 
reputational damage as a result of a 
leak. This can have serious repercussions 
on the bottom line. Bad news doesn’t 
tend to disappear quickly in business, 
particularly if your competitors leverage 
negative press to their advantage.

Added to this is the financial damage 
caused directly by the data breach 
incident, a factor that 33% of 
organisations cited in response to our 
survey. This was even more serious 

for the legal sector, where 37% of 
organisations suffered financially owing 
to factors such as customer churn. 

Another potentially unexpected 
financial consequence of a data breach 
is the threat of personal litigation. 
Naturally, this can often come with 
expensive compensation claims. 
Already there are solicitors successfully 
mounting cases following severe 
breaches, so it’s certainly a threat worth 
taking seriously. 

Whether it’s negative consequences 
for individual employees or wider 
issues affecting the organisation as 
a whole, email data breaches have 
serious consequences. Company morale 
within the team and your reputation 
among your clients and partners can be 
incredibly fragile, even at the best of 
times. With the changes in the business 
landscape due to the pandemic, 
maintaining these has become 
absolutely vital.

33% of email data 
breaches resulted in 
financial damage
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Hidden issues: What are employees keeping from you?

“I emailed an Excel sheet about future 
investment opportunities to the wrong 
person. No, I didn’t report it. I just apologised 
and sent it to the right recipient instead.”

“I sent a document for a bankruptcy to 
the wrong client because I mixed up 
two businesses… I accidentally sent a 
document that came in from court to 
the wrong client because I confused the 
two. I didn’t report it; I apologised to the 
client it was sent to and advised them to 
disregard. Then I sent the document to 
the correct person.”

As part of our Citizen.Me survey in 
early 2020, we asked respondents 
across various sectors to anonymously 
tell us about a time they shared data 
in error by email - and what they did 
once they realised their mistake. 

Some incidents involved proprietary 
data being exposed to external 
recipients, while others contained 
personal data shared incorrectly. 
And yet more included sensitive data 
shared with unauthorised recipients 
internally.

Preventing personal data breaches is 
a primary concern for organisations – 
but employees can just as easily share 
proprietary information in error, and 
not just with external recipients but 
with co-workers as well. 

“I sent an email to someone 
who wasn’t meant to see 
anything about a project and 
they obviously found out 
about it. I didn’t report it as 
the person I sent it to was a 
junior colleague.” 
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How do CISOs sleep at night when 
managing email data breach risk?

The outbound email data breach risks keeping 
CISOs up at night
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file incorrectly
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replying to 

spear phishing 
attacks
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to them to protect 

data shared by email

19%  
Employees 

breaking the 
rules and not 

following 
processes while 

working remotely

20%  
Employees 

intentionally 
exfiltrating data by 

email

3%  
None of 

these

Judging by what we’ve shown so far, it’s no surprise that 
email data breaches keep CISOs up at night. 

In fact, 97% of IT and security leaders chalk up lost sleep 
to this issue.

In terms of what precisely is stopping their shuteye, it’s a 
pretty even split. This is in line with the variety of factors 
identified as causes of data breaches – it’s natural to 
reason that as leaks can be caused in lots of different 
ways, there are lots of factors concerning IT leaders 
enough to prevent them sleeping. 

Interestingly, 19% of CISOs responded that they were 
kept up by worries about employees not following 
correct email security processes or breaking the rules 
while remote working. As we’ve previously identified, 
the likelihood of a breach is increased while employees 
are out of the office – meaning that the situation is 
only getting more stressful as a result of the COVID-19 
pandemic.
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Which of the following impacts do you fear the most 
from an email data breach for your organisation?
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40% of CISOs and industry leaders stated 
that the financial repercussions of an 
outbound email breach are their biggest 
fear, including in this the punitive fines, 
litigation and customer churn that all hit 
the bottom line hard. 

Felt at an organisational level, these 
impacts are severe - frequently enough 
to affect multi-year performance and 
sometimes to even mean shutting the 
doors for good. 

But the impacts of data breaches are 
also felt at a personal level. And these 

days, data subjects are responding with 
litigation. It's now commonplace for 
private legal practices to encourage 
these individuals to pursue action – 
which often comes with multiple costly 
settlements attached. 

This fear of personal repercussions 
was felt by the CISOs we spoke to. 11% 
expressed fears of losing their jobs as a 
direct consequence of a severe breach. 

Clearly, with the stakes this high, 
organisations need new strategies to 
mitigate email data breach risk. 

Counting the cost:  
more than just a bad night’s sleep
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It’s a big problem with serious 
consequences. What’s currently 
being done to try and stop it?
It seems obvious that every organisation would 
ensure they had robust procedures and processes 
in place to prevent email data breaches – however, 
the results of our research indicate otherwise. 
With the majority of IT leaders still struggling to 
sleep over fears of a data breach, it’s clear that 
more must be done – especially with the increased 
risk that comes with remote working.

To properly understand how serious the risk of a data breach 
incident through email is, it’s important to get the context of 
how organisations are currently trying to prevent them. Over 
the past 12 months, our research shows they’ve employed a 
variety of traditional tools to prevent a major breach.

Obviously, the results haven’t been too successful given the 
frequency and impact of outbound email data breaches.
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What’s being done at the moment  
and what needs to improve?
It’s understandable that firms want 
to strike a delicate balance between 
robust security and efficient, productive 
sharing and communication – both 
internally and with external partners 
and clients. Some organisations may 
even take the view that the occasional 
data breach is just part of the cost of 
doing business. 

But with the potential consequences 
of a breach so serious, it’s vital that 
organisations put modern, intelligent 
tools and procedures in place. As the 
results from last year demonstrate, 
proper security is inconsistent at best 
and, in extreme cases, non-existent at 
worst.

Adoption of even legacy technologies 
isn’t industry-wide. In fact, only 38% of 
total respondents reported employing 
static, rules-based DLP software. It's 
also worth noting that while email 
clients like Outlook for Microsoft 365 
and Gmail come with some native 
security controls, like rules-based 

encryption or delayed email sending, on 
their own, they are unable to mitigate 
the email security threats highlighted 
in this report, including the incredibly 
common error of sending an email to an 
incorrect recipient.

Breaking this down by sector, the use of 
DLP is most rejected by the healthcare 
industry, with only 30% of respondents 
reporting its implementation. It’s clear 
then that CISOs and IT leaders recognise 
the shortcomings of traditional DLP – 
otherwise, its adoption would surely be 
much greater.

Staggeringly, 16% of respondents 
reported no form of technology in 
place to prevent a data breach through 
email. This was most pronounced in the 
legal sector, where one-in-five (20%) 
organisations had no technology in 
place at all. Considering not only the 
frequency of data breach incidents, 
but the potentially business-ruining 
consequences, this figure is shocking.
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The legacy technologies currently being used to prevent 
outbound email data breaches

It's time to change our 
approach to email DLP

Egress CEO Tony Pepper has argued for a long 
time that ‘traditional DLP has failed you’. The 
modern way of sharing data and communicating 
between colleagues and partners means that in 
many cases, legacy DLP solutions simply aren’t up 
to the job of preventing email data breaches. Static 
rules are unable to learn from individual styles or 
behavioural patterns – and consequently unable to 
detect abnormal changes to these behaviours that 
put data at risk. Therefore, it’s clear that modern 
security procedures that develop a contextual 
understanding of individual users are far more 
appropriate for today’s world.
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Contextual machine learning 
is used to deeply understand 
individual user's email patterns and 
detect the abnormal behaviour 
that puts data at risk.

We empower administrators 
to accurately measure risk, and 
maintain local and international 
regulatory compliance.

Automating security and 
authentication relative to risk, our 
encryption reduces friction for 
senders and recipients.

We know the 
threats and we 
know their impact. 
What technologies 
can we adopt to 
reduce the risk?

Stop email data breaches 
before they happen

Is this the right email address?

dav!d.brooks@gmail.com

Egress Prevent 

Send and receive secure, 
encrypted email

Unprotected

Encrypt email and attachments

Egress Protect 

Understand, 
monitor and 
report on the 
security of your 
network.

Egress Investigate 
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It’s clear that every organisation 
is at risk of a data breach through 
email. Even more concerningly, 
it’s also evident that as the 
volume of email increases and 
a significant proportion of the 
global workforce shifts to a 
flexible remote working model, 
this is a problem that’s only 
going to get bigger. 

That's why at Egress, we take a 
completely different approach to 
mitigating email data breaches. 

Human layer security is a new 
category of technology that uses 
contextual machine learning to 
detect when people's behaviour 
puts data at risk and prevent 
breaches in real time.  

Human layer security: A new approach to email DLP
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Measure your own email data 
breach risk
As our findings have shown, many organisations are still 
struggling to properly quantify the email data breach risks 
they face. That’s why we’ve developed Egress Investigate 365. 

A free tool available from the Azure marketplace, Investigate 
365 scans historic email data within your Microsoft 365 
environment to show you how many incidents have occurred 
in your organisation over the last 12 months. 
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Conclusion  
It’s time for change
Our research shows almost every organisation (93%) has experienced email data breach 
incidents that put sensitive information at risk over the last 12 months. On average, 
organisations report they suffer an email data breach every 1.5 days – but with reliance on 
employee reporting in 62% of organisations, it’s likely this figure is already much higher. 

And it’s a risk that’s only set to increase, unless something changes. With email traffic already on 
the rise (as reported by 94% of organisations), the threat of a data breach grows by the day. 

Moving forward, the adjustment to working practices forced by the COVID-19 pandemic will 
only elevate the risk of data breaches. As employees send more and more emails (and stay away 
from the office in favour of remote working), the likelihood of an incident rapidly increases. 

All in all, it’s a perfect storm. Risk is high and it’s only getting higher. 

That’s why it’s time for change in all organisations, regardless of which sector you operate in. 
You need to respond to the urgent requirement for intelligent email security.

26The 2020 Outbound Email Security Report

https://www.egress.com/?utm_campaign=whitepaper-outboundemaildatabreachreport-09.20&utm_medium=reportlink&utm_source=ukreport


About Egress
Our vision is for a connected world in which people communicate 
efficiently and securely. To achieve this, we provide human layer 
security to protect individual users and stop breaches before they 
happen. Our patented technologies are built using leading-edge 
contextual machine learning and powerful encryption that mitigate 
modern risks in ways that other solutions simply can’t achieve.

Today, we provide intelligent email security and collaboration 
solutions that prevent accidental and intentional breaches, protect 
sensitive data, and equip CISOs and their teams with the detailed 
reporting required for compliance purposes.

Egress is headquartered in London, with regional offices in the UK, the 
US, Canada and the Netherlands.

© Egress Software Technologies Ltd 2020. 1013-0920

Methodology 
This report was created using data obtained in 
research conducted by Arlington Research on behalf 
of Egress. A total of 538 interviews were conducted, 
split between 271 respondents in the USA and 
267 in the UK. All respondents interviewed were 
Senior Managers (e.g. CEO, VP, Managing Director) 
or Middle Managers (e.g. Director, Divisional or 
Department Head) from organisations with 100+ 
employees within the Financial Services, Healthcare, 
Banking and Legal Sectors.

www.egress.com | info@egress.com | 0844 800 0172 |      @EgressSoftware
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