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Introduction

Egress Switch is a simple to use data security solution that allows an
information owner to package their sensitive information on any type of

media (file attachment to email, CD/DVD, USB stick or drive, FTP site, cloud
storage, etc.). Once the secured information is packaged, it can be sent to a
recipient either electronically (email, web, FTP, etc.) or physically (in-person,
mail, etc.). The owner can then set or change security policies independent
of the package through a web-based system. Security policies can include
authorising recipient users and limiting recipient access. The owner can easily
track activity of their shared information through logs arranged by package or
recipient.
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Egress Switch Reader

Egress Switch Reader is a light weight client application that enables you to
access secure packages without installation. The Egress Switch Reader will
allow you to open and extract secure package data without the requirement
for elevated system privileges.

System Requirements
Egress Switch Reader requires the following:

Microsoft Windows 2003, XP SP2+, Vista or 7 operating systems (32/64 bit)
Latest OS Service Packs are recommended.

Internet Connection

Running Egress Switch Reader

Using the Egress Switch Reader is simple. Once you have downloaded the
Switch Reader to an appropriate folder on the local workstation simply
complete the following steps:

Run 6Switch.exeb6, the following welcome scr

NB: Please note if you have .net installed and using MS Internet Explorer as
your web browser the process above is fully automated.
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Egress Suvitch Reader 2.0 ==

Welcome to Egress Switch

To open secure packages vou need ko have a Switch ID,

@ iCreate a news Swikch ID (free)

I have used Switch before and have a Switch ID

< Back Mext = ] | Zancel

Create a new Switch ID (free)
Ifyouarenewt o Switch and dondt adectthmoplionhave a
to guide you through the account sign up process.

I have used Switch before and have a Switch ID
If you already have a Switch ID select this option to complete the Switch
Reader configuration.

The Switch Reader is now configured and setup to automatically open .switch
secure packages.

55-100118-
1404 switch

To open a secure package simply double click on the file or email attachment.
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You will be required to sign in to your Switch Account to access the secure
package. Enter your Switch ID (email address) and password to authenticate
with the Switch server:

Sign in to Egress Switch (3w

& SW|tch

secure data exchan

Switch 1D (user@domain.com}:

john.doe@mycompany.com

Passward:

[¥] Remember my Switch 1D

Learn more about Egress Switch

Don't have an Egress Switch Account?

Forgot vour password?

About Egregs Switch Reader

Using Egress Switch Reader

After you have successfully authenticated to the Switch server the Egress
Switch Reader will open. You can open files and folders using the standard
Windows actions (double click, drag & drop, copy/paste etc).
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< [JD-100607-113851] - Egress Switch Reader =R (E=m==)
Fle ) i Cfeate New Package
Package label: JD-100607-113851 Upgrade Now
Upgrade to the Egress Switch client and start protecting your
Created by: “John Doe' ( [ohn.doe@mycompany.com ) r shared information. Additional features give you the power to
o create secure packages, share, sort, and track activity. Uparade
Description: Egress Switch Reader now - it's fraal
Name ) Date Modified Type Size
"2 Egress_Switch_Recipient_Quick_Start_Guide.pdf 07/06/2010 11:18:48 Adobe Acrobat Document 920 KB
i Egress Switch Reader User Guide v2.0.pdf 08/03/2010 20:04:37 Adobe Acrobat Document 994 KB
"2 Egress Switch Use Case Scenarios.pdf 10/02/2010 11:07:25 Adobe Acrobat Document 486 KB
" Egress Switch Datasheet v2.0.pdf 22/04/2010 14:01:32 Adobe Acrobat Document 1,561 KB
7 Egress Switch Client Installation Guide v2.0.pdf 26/05/201017:16:10 Adobe Acrobat Document 646 KB
'E Name: Egress_Switch_Reader_User_Guide v2.0.pdf
Type: Adobe Acrobat Document Date modified: 08/03/2010 19:04 Size: 993 KB

Opening a Secure Email

The Egress Switch Reader allows you to easily access securely encrypted
email within MS Outlook 2003/2007/2010, MS Mail, Lotus Notes, Hotmail or

any other email client.

Egress Switch Technical Datasheet
TestUserl
Sent: Mon 07/06/2010 16:54
To Testlser2
o= Message | EEmaiI-TU-LOOSO?-].G540?.switch 3 ME}
e
.
¢ tch
7. SWILC
secure data exchange
This email has been sent to you securely using Egress Switch
This secure email cannot be displayed
in the Reading Pane.
Please open it to read the contents.
To lzarn more sbout Egrass Switch and how to secure your @mail and files plesse visit the Ezress Wabsite
& Copyright 2007-2010 Egress Software Technologies Ltd.
-
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To access the secure email, double click the attachment (Switch package) and
you will be prompted to sign in to the Egress Switch Reader with your Switch
ID (email address).

Sign in to Egress Switch [E3m]
. h
r t ™
7. SWILC
secure data exchange

Switch 1D (user@domain.com)

testuser2@eqgress.com

Passwaord:

Remember my Switch D

Learn more about Egress Switch

Don't have an Egress Switch Account?

Forgot vour password?

About Egress Switch Reader

Once authentication has been completed successfully, the secure email will
open automatically.

The email body and attachments have been encrypted using AES-256 bit
encryption.
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[TU-100607-165405] - Egress Switch Reader

Fil& . - Export apen Create New Package ?,
Package label: TU-100607-165405 Upgrade Now
Upgrade to the Egress Switch client and start protecting your
Created by: TestUser!” (testuser! @eqress-test com ) shared information. Additional features give you the power to
@ Creste secure packages, share, sort. and track activity. Uparade
Description: Egress Switch Technical Datashaat now - it's free!
=

Hi Guys,

Please see attached the Egress Switch user guides you requested.

Kind regards,

J
, ™ Office:  +44 (0) 207 624 8500
reSS Fau: +44 (0) 207 624 8200
. Email: nfo@egress.com

[
Name = | Date Modified | Type | Size
Egress Switch Datasheet v2.0.pdf 22/04/2010 14:01:34 PDF File 1,561 KB
|_|Earess_switch_Reader_User_Guide_2.0.pdf 08/03/2010 20:04:38 PLF File 934 KB
| Egress_Switch_Redpient_Quick_Start_Guide.pdf 07/06/2010 11:18:50 PDF File G20 KB

Mame: Egress Switch Datasheetv2.0.pdf
Type: FPOF File Date modified: 22/04/2010 1301 Size: 152 MB

File

The 6 f méne @ption enables you to open, copy, export, as well as view the
propertiesofsel ect ed attachment(s) in the
option will also allow you to create a new package provided you have the full
Switch Client software installed.

NB: Please note the author of a secure email may restrict the ability to copy
and paste information.

Export

The 6 E x pneenutoption enables you to export an attachment(s) stored in
the Switch package and browse to a specific location e.g. local C:\\ Network
drive, or removable media to save it to.

NB: Please note the author of a secure email may restrict the ability to export
secure files.

Open
The 6 O p enend option allows you to select a specified attachment in the
Switch package to open.
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Create New Package

To create a new package, you will need to download and install the full
Egress Switch Client software from www.egress.com. Additional features of
the Egress Switch Client allow you to create secure packages, share, sort and
track where your information has been accessed, when and by whom, even
unauthorised access attempts.

Important Note: You can send secure emails/packages back to paying
subscribers for free and without a license.

Policy Disclaimers

When creating a secure email/package the author can add a policy disclaimer.
To access the secure information you must accept a legal disclaimer agreeing
to the terms of the information owner:

|x

[TU-100607-185810] - Egress Switch Reader

Egress-Testing

> 4

|>GI

Egress Software Technologies Ltd - Disclaimer

Please read the below carefully and then either Accept or Decline this
agreement

All information on this site is of a general nature and may not be applicable to your own specific
circumstances. We will be pleased to discuss your specific circumstances or reguirements in
mare detail. If you would like to discuss anything with us, please contact us Whilst every care
has been taken to ensure that all informatien on this site is accurate. no liakility is accepted for
any loss or damage, howsoever arising from the use or non-use of any information on this site

Permission to use, copy andr. All ather rights reserved. distribute documets delivered fro this
World Wide Web server and related graphics ois hereby granted, provided tha the copyright
notice (displayed below) appears in all copies and that both that copyright notice and this
permission notice appear

The name Egress Software Technologies Ltd or the Egress Software Technologies Ltd loge
may not be used in advertising or publicity pertaining to distribution of this information without L
specific. written prior permission. Egress software makes no representations about teh

suitability of this information for any purpose

=

Accept I Deny |

Accept
The recipient(s) has accepted the terms of the disclaimer and is allowed to
access the restricted email.
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Deny

The recipient(s) has not accepted the terms of the disclaimer and this means
he/she will not be allowed to access the restricted email until the recipient has
accepted the details of the disclaimer.

Once the disclaimer has been accepted, the email/package will open
automatically.

[TU-100607-185810] - Egress Switch Reader _|a zll

File . - Open Create Wew Package ?. 7
Package label: TU-100607-185810 Upgrada Now

Upgrade to the Egress Switch client and start protecting your
Created by: TestUser!" (testuseri@eagress-test.com ) sharad information. Additional features give you the power to
@ create secure packages, share, sort, and track activity. Upgrade
Description: Corporate Information now - it's free!
=]

From: TestUserl

Sent: 07 June 2010 18:58

To: TestUser2

Subject: Corporate Information

Hi Guys,
Please find attached the latest corporate data which is very sensitive.

Kind regards,

&.egress | &

=
Mame = | Date Modified | Type | Size
-@?usmmar Database.accdb 07/06/2010 18:50:50 Microsoft Office Access 2007 Dat... 230 KB
@Quarterlv Financial Results. xls 07/06/2010 18:51:44 Microsoft Office Excel 97-2003W... 17KB
@Sales Forecasts.ppt 07/06/2010 18:52:23 Microsoft Office PowerPaint 7-2... =]

~ Name: Customer Database.accdd
Type: Microsoft Office Access 2007 Database Date modified: 07/06/2010 17:50 Size: 280 KB

Opening a Large file download from the
Cloud/FTP/HTTP/Sharepoint

Egress Switch provides the ability for authors to upload large amounts of
information to internet/cloud servers to streamline large file transfer.

If a secure file transfer mechanism was used to upload the data to the
Cloud/FTP/HTTP/Sharepoint server for you to access securely and easily.

An email notification is automatically sent to the information recipient with a
download link to access the large file (.switch package).
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Product Launch

TestUserl
Sent: Tue 05/08/2010 11:51
Testllser2

| »

Hi Guys,
A secure file has been sent to you using Egress Switch.

Visit https://switch.egress.com/ui/package.aspx/fcd02be7-78cb-4968-249a-
324e415f0f7e to download the secure file.

1. To open the secure file download the Switch Reader
htto/fwwew.egress.com/downloadnowy. You will need to create an Egress
Switch 1D and password. This takes approximately 1 minute and will only be
required once.

2. If you already have a Switch ID simply double click the secure file.

Kind regards,

J.

, ™ Office: +44 (D) 207 624 BS00
reSS Fax: +44 (0 207 624 B200
L Email: info@egress.com

All folders are up to date. |£3 Connected to Microsoft Exchange ™

To open the .switch package, click on the download link displayed in the email
notificatonands el ect: 6 Openbod

File Dowenload ==

Do you want to open or save this file?

Mame: MNL-100702-145659-b2 3f0GadafaaT 47d, switch
Type: Application, 26TKR
From: sw-1111.53.amazonaws.com

L

Open ][ Save ][ Cancel J

Always azk before opening this type of file

harm your computer. If you do nat trogt the zource, do not open or

|@' While files from the Intermet can be uzeful, zome files can potentially
-~ zave thiz file. \What's the nsk?
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You will be required to sign in to the Egress Switch Reader with your Switch
ID (user@domain.com).

Sign in to Egress Switch @

£ switch

secure data exchange
Switch 1D (user@domain.com):
testuser2@eqgress.com

Password:

[¥] Remember my Switch ID

Learn more about Egress Switch

Don't have an Egress Switch Account?
Forgot vour password?
About Egress Switch Reader

Once authentication has been completed successfully, the large file transfer
(.switch package) will open automatically.

2 [TU-100608-111525] - Egress Switch Reader o =] )
Package label: TU-1006808-111525 Upgrade Now
Upgrade to the Egress Switch client and start protecting your
Created by: TestUser! (testuser!@eaqress-test.com ) shared information. Additional features give you the power to
o create secure packages, share, sort, and track activity. Upgrace
Description: Product Launch now - it's freel
. TU-100608-111525 Name B Date Modified Type Size
. Design Spec & Graphics | Design Spec & Graphics 08/06/2010 11:29:45 File Folder
. Finance . Finance 08/06/2010 11:27:18 File Folder
J PR | PR 08/06/2010 11:28:47 File Folder
i Reports | Reports 08/06/2010 11:27:43 File Folder
b Sales | Sales 08/06/2010 11:27:34 File Folder
£ Prototype. pphe 08/06/2010 11:28:23 Microsoft Office Pow... 21 KB
Bk Website.pub 08/06/2010 11:26:50 Microsoft Office Publi... 119 KB
* Name: Design Spec & Graphics
Type: File Folder Date modified: 08/06/2010 10:29 Size:

Egress Software Technologies Ltd Page 13


mailto:user@domain.com

@ egress | i

Egress Switch

Opening an Encrypted CD/DVD/Blu-ray

Egress Switch deals with the complexity of burning and encrypting optical
media packages. The Switch Reader allows the information recipient(s) to
access encrypted optical media with ease and simplicity without complicated
processes required.

The Switch Reader supports the following optical media:
CD-R, CD+R, DVD-R, DVD+R, CD-RW, CD+RW, DVD-RW, DVD+RW, Blue

Ray

To open an encrypted CD/DVD/Blu-ray disc, simply insert the optical media in
to your CD/DVD drive. Go to Start>My Computer and browse to the CD/DVD
Drive (D:).

Marne Type : Total Size Free Space
Hard Dizk Drives (1)

Local Disk (C:)
B

Devices with Removable Storage (2)

DVD RW Drive (D:) Egress
0 Switch Disc =~ Removable Disk (E:)
* 0 bytes free of 1.04 GB -

Double-click on the CD/DVD Drive Egress Switch Disc.

MName Size Type Date modified Location
Files Currently en the Disc (3) A
J Switch File Folder 08/06,/2010 13:34 Files Currently on the Disc
£ | autorun.inf 1KEB SetupInformation 23/04/2010 15:20 Files Currently on the Disc
3 switch.exe 589 KB Application 03/06/2010 15:45 Files Currently on the Disc
Double-c | i ck on the O6Switchd folder (containi

the Egress.switch package will be displayed.

r Egress.switch

a0

Double-click on the Egress.switch package and you will be prompted to
authenticate with your Switch ID (user@domain.com).
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Sign in to Egress Switch [eE3m]
secure data exchan

Switch 1D (user@domain.comy.

john.doe@mycompany.corm

Passwaord:

| Eemember my Switch 1D

Learn more about Egress Switch

Don't have an Egress Switch Account?

Forgot vour password?

About Egress Switch Reader

Switch Reader Command Line Options

For system administrators that are looking to simplify the end user experience
the Switch Reader can also be deployed and transparently configured across a
network using the following command lines:

¢ /autorun - will launch Switch Reader if it is found. This command line
option is usually used from a CD

1 /register - will associate .switch file extensions to Switch.exe for the
launching user only [HKEY_CURRENT_USER] (also see /copy)

1 /registerall - will associate .switch file extensions to Switch.exe for all
users [HKEY_LOCAL_MACHINE] (also see /copy). The launching
account needs administration rights to use this command line
option.

1 /copy <path> will copy itself to the specified path and use the <path>
in /register or /registerall parameters. The directory structure will be
created if it does not already exist.
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Switch Support Center

Should you encounter any problems with Egress Switch please visit the Egress
Software Technologies Ltd Support Center www.egress.com/support.
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