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Introduction

Egress Switch is a simple to use data security solution that allows an
information ow ner to package their sensitive information on any type of
media (file attachment to email, CD/DVD, USB stick or drive, FTP site, cloud
storage, etc.). The secured information, once packaged can be sentto a
recipient either electronically (e.g. email, web, FTP/HTTP etc) or physically
(e.g. in-person, malil, etc).

The owner can specify security policies independent of the package through a
web-based system. Egress Switch also provides an extensive audit trail
showing who, where and when information has been accessed as well as
unauthorised access attempts. This real time identity based protection
enables businesses to extend their visibility over what actually happens to
corporate information, while offering the ability to instantly revoke data that is
mishandled or suspected lost/stolen.

HOW IT WORKS

Sharing files securely
using Egress Switch
couldn’t be easier!

o\
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Author Notification email Recipient
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System Requirements

The product requires the following:

Microsoft Windows 2003, XP,Vista or 7 operating systems (32/64 bit)
Microsoft .NET 2.0 SP1 Runtime Libraries.

Microsoft Outlook 2003/2007/2010 (not required)

Latest OS Service Packs are recommended.

Internet Connection

The installation does not require you to reboot your workstation. Once the
installation has completed Egress Switch is ready to use.

Installation

Installation is a simple click-through installer delivered in an MSI package. An
optional Setup.exe stub is provided for machines that do not meet the
operating system requirements. If your machine meets the minimum
requirements the MSI package can be executed or deployed using software
distribution applications.

The installer will_ require administrator rights on the machine (Local admin
rights will be sufficient).
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To install the Egress Switch client software please complete the following

simple steps:

1) Logon

with | ocal admini str at

dialog will be displayed:

15 Eqress Switch [l @ =]

2) Sel ect

£ switch

secure data exchange

Copynght © 2007-2010 Egress Software Technobogles Ltd, All Rights Reserved
This product is protected by UK and international copyright laws and patents as described in the about bose

Can-:el| |
6l agreed to accept
agreement and click
) Egress Switch [l @ =]

License Agreement r'

Fleaze take a moment to read the license agreement now. If pou accept the terms below, click "
Agree”, then "Mext", Othenwise click "Cancel".

EGRESS SOFTWARE TECHNOLOGIES LIMITED o
CLIENT AND USER SERVICES AGREEMENT

PLEASE READ THIS AGREEMENT CAREFULLY. BY CLICKING “1
ACCEPT” YOU ACCEPT, FOR YOURSELF AND, WHERE YOU HAVE
INCLUDED A COMPANY OR OTHER LEGAL ENTITY'S DETAILS ON THE
ONLINE REGISTRATION FORM, FOR AND ON BEHALF OF SUCH
COMPANY OR LEGAL ENTITY (“COMPANY™) (BY WHOM YOU ARE
AUTHORISED TO ENTER INTO THIS AGREEMENT) THE FOLLOWING
TEFRMS AND CONDITIONS FROM FGREFSS SOFTWARF

" | Do Mot Agree o

Cancel | < Back | Mest » |

(0]

n

ri ghts
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3) Sel ect the required i

nstall at

ﬁ Egress Switch

Select Installation Folder

The installer will install E gress Switch to the following folder.

Folder:

Toinstall in this folder, click "Mext". To install to a different folder, enter it below or click "Browse"".

F=R{EcE 53

C:\Program FileshE gress\Switchh

Browsze. .
Disk Cost..

4) The Switch Owtdl polovoAeEcd seaml
2003/2007/2010 for Package creation. This option will only be available if

MS Outlook is detected during the installation.

ﬁ Egress Switch

Switch for Microsoft Gutlook

W Switch Outlock Add-n

Cancel

Installing the Switch Outlook Add-in will give you maore contral over creating and sending Switch
Packages via Microzoft Outlaok. Tick the "Switch Outlook Add-in" checkbox below ta install

< Back

on path and

eSS
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5  To begin the installation click 6Next 6:

ﬁEgressSwitch [l & =

Confirm Installation

The installer iz ready toinstall Egress Switch on pour computer.

Click "Mext" ta start the installation.

6) To compl ete the installation click O0CI ose
icon should appear automatically. Egress Switch is now installed and
ready to create secure packages.

ﬁEgressSwitch [l @ =]

Installation Complete

Egress Switch has been successfully installed.

Click. "Cloze" to exit.
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Getting Started

Egress Switch has now installed 3 primary components on to your
workstation:

1 Switch Package Creatori Enables the creation of Secure Pakages

1 Switch Package Libraryi Allows you to view previously created secure
packages and change security settings, add/remove recipients,
change access restrictions, manage internet server uploads as well as
view the package audit trail .

1 Switch Outlook Add-in i Integration with MS Outlook 2003/2007 /2010

Welcome Screen

The welcome screen is displayed on first logon and offers 2 options:

1 Create a new Switch Accounti If you do not already have a Switch
Account click the link to visit the Egress Switch website and register for
a free Switch Account.

1 Signini If you already have a Switch Account click the link to sign in
to Switch with your credentials.

Welcome to Egress Switch

Welcome to Egress Switch
Congratulations! Egress Switch allows you to easily send and receive

secure packages containing your important files.

Using Switch could not be simpler. Please choose one of the options
below to get started.

j Create a new Swiich Account
N o A
@ Sionl

Don't show this again on startup.

Once you have signed into the Switch Client the welcome screen offers the
following options:

1 Create secure packagei Opens the Switch Package Creator
1 Manage existing packagesi Opens the Switch Package Library
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The System Tray

The Egress Switch System Tray allows quick access to the main features of
the product. To access the system tray right click on the Grey (if not signed
in) or Orange (if signed in) Switch logo in the Windows system tray:

£rswitch o

.d Firsthame Surname
firstname surnamei@egress.com

'@ Create package

{ Package library

Settings

Y

Sign out

<R®T WIC 1703

1 Create Switch package T Opens the Package Creator and enables
you to create new secure packages.

9 Package Library - Allows you to browse previously created secure
packages and configure access rights.

I Settings T From within the O6settingsé tab you
i nformation and conffordgtue) &httddr ansfer set
uploads.

9 Signin/Sign out - Allows you to sign in/out of the Switch network.

NOTE: The Switch Package Creator and Switch Package Library can also be accessel
from the System Tray and Start>Programs>Egress
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The System Tray > Settings

The Settings screen allows you to view information about the user currently
signed in, the Account Type which you are currently subscribed to as well as
customise6 Tr ansfer settingso6é for

ftp(s)

E Settings

User settings

@ Perzonal Information

Uzer Mame: Firstname Surname

Swwitch (Cn firstname surname@egress.com
Company: Egress Software Technologies

Courtry: GB

Acoount Type:  Switch Business

@ Tranzfer zeftings

hax concurrent uploads: |4 =

Retry attempts: |3 =

Retry after; |3 2 | Minutel=) -

Updste Personal Information

On failed transfers Egress Switch can attempt to retry the transfer again.

|

QK ] l Cancel l

1 Max concurrent uploads T alter how many uploads can take place

at the same time.

1 Retryattempts 1 configure how many times the Switch Client should
retry uploading a package which has failed to upload.

1 Retryafter 1 setthe delay between retry attempts for failed uploads.

NOTE: The more uploads you attempt at one time, the higher the impact on your
bandwidth. Y ou should only increase this setting if you are using ADSL broadband or

guicker.
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Sign in to the Egress Switch Network

Before you can use Egress Switch you must create an account on the Egress
Switch network. You can sign up for an account as follows:

1 Goto http://switch.egress.com or

1 Click the link on the Switch sign-in screen after you have installed the
agent

Follow the simple sign up process online and create an accaunt. To share
Egress Switch secure packages with your friends and business contacts you
will need an account with credit or a subscription. In order to get you started
your new account has 5 free credits included. To sign in select the Sign in

link from the system tray menu:

E Sign in to Egress Switch @ E Sign in to Egress Switch @

£ switch £ switch

secure data exchange secure data exchange

Switch 1D (user@domain.com;

user@egress.com

Pasgwaord:

®

password

[F1 sign me in autarmatically
Sign in

Learn more about Egress Switch Learn more about Egress Switch
Don't have an Egress Switch Account 7 Don't have an Egress Switch Account 7
Forgot your password? Forgat your password?
Privacy statement Privacy statemert

1 Rememberme - Stores your Egress ID automatically for the next
time you sign in

1 Remember my password - Stores your Egress ID and password for
automatic sign in.

9 Signin automatically - Will automatically sign you in to the Switch
network after logging on to Windows

NOTE: You will require connection to the internet to sign in for the first time.
NOTE:Use the Remember my password  feature with caution on shared machines
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Switch Package Creator

The Switch Package Creatorapplication allows you to create secure packages
(CD/DVDs Encrypted Files, Email Attachments, FTP(s)/HTTP(s) uploads et}
and assign the intended recipient(s) and access rightsto the package. The
main window for the Egress Switch Package Creator application resembles that of
an email client such as Microsoft Outlook.

7 - ™
G O @ 9~ [JZ-100520-125558] - Switch Package Creator l =@ &
‘ K Package | Opticns
B3 8 SHY W 0 @
J Copy Package is valid now and does not expire. -
Paste 3 wreea Attach  AMtach  Create File oy : Restrictions  Packaos
88 Delete File Folder Foldsr Properties Library
Clipboard Names Packs ),c Conterts Val l Frfn:- Switch
From: Sancd Support /su:»por‘@e;'ess com  Sign in as another user
{f;‘/ I To.. ',u-' Secampla com, userd Fexample com, "Bexample com
Create Package
Description; Descrioe this package
0 bytes
0fiesinOfoiders  Classification: [ Public v TJags: Asmgn custom tags to this package
JZ-100520-125558 Neme ¢4 Size Type Modiied Orign
N
From Field

This field displays the current Switch user if signed in. You can select to sign
in or sign in as another user.

To Field

This field allows you to assign recipients to access secure packages in the

same way you would allocate recipients inanemai. Ent er @a@mailser 6 s
address (e.g. user@domain.com) here as you would in an email client such

as Microsoft Outlook.
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Cl i c Ko6t hbeu tot o nthe EgressoSwritcmaddress book(see below).
The address book enables you to create your own recipients and also
integrates with the MS Exchange/Outlook address book if available.

Contacts

Contact Manager

Bne you car

Switch Contacts Outleok Contacts

Global Address List

=

Name Email
John Doe
Sale User

Support User

john.doe@egress.com
sales@eqgress.com
support @egress.com

To -=

[ Add

| | Delete

"'zales@egresz.com’” (sales@egress.com)

‘ ‘ Cancel

Description

Users of Switch are encouraged to provide a description of the package they
are creating. This will help them to manage the package later in the Package

Library.

Tags

The Tag feature allows arbitrary key words to be assigned to the package.
Tags are a useful tool to locate package items in the library at a later date.

Restrictions

The O6Package
6Valid until 6

Restri
dates/ ti

cti

ons o6
me s

button a
restricti

that these restrictions can be changed at any point even after the package

has been sent:
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Package Restrictions (3]
Package Restrictions @

Lifetime of Egress Switch packages may be restricted.

Valid from: 23 October 2009 17:56 1=

An attempt to open a package after its expiration date will be denied.

Valid urtil: 29 November 2009 17:56 |

OK ‘ ‘ Cancel

Classifications

At the heart of the Egress Switch infrastructure is a powerful policy &
classification engine. The engine is centrally managed allowing administrators
to enforce decisions on how data should be sent, what security policies are
required and how data access is audited. If allowed, users can choose their
own level of security when exchanging information but centrally defined
policies can override the userb6s decision.
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